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AGENDA - PART |

1. ATTENDANCE BY RESERVE MEMBERS
To note the attendance at this meeting of any duly appointed Reserve Members.
Reserve Members may attend meetings:-

(i) to take the place of an ordinary Member for whom they are a reserve;

(i) where the ordinary Member will be absent for the whole of the meeting; and

(i)  the meeting notes at the start of the meeting at the item ‘Reserves’ that the
Reserve Member is or will be attending as a reserve;

(iv)  if a Reserve Member whose intention to attend has been noted arrives after
the commencement of the meeting, then that Reserve Member can only act
as a Member from the start of the next item of business on the agenda after
his/her arrival.

2. DECLARATIONS OF INTEREST

To receive declarations of disclosable pecuniary or non pecuniary interests, arising
from business to be transacted at this meeting, from:

(@) all Members of the Committee;
(b)  all other Members present.

3. MINUTES (Pages 1 -8)

That the minutes of the meeting held on 29" November 2012 be taken as read and
signed as a correct record.

4, PUBLIC QUESTIONS

To receive questions (if any) from local residents/organisations under the provisions
of Committee Procedure Rule 17 (Part 4B of the Constitution).

5. PETITIONS

To receive petitions (if any) submitted by members of the public/Councillors under
the provisions of Committee Procedure Rule 15 (Part 4B of the Constitution).

6. DEPUTATIONS

To receive deputations (if any) under the provisions of Committee Procedure Rule
16 (Part 4B) of the Constitution.

7. REFERENCES FROM COUNCIL AND OTHER COMMITTEES/PANELS

To receive references from Council and any other Committees or Panels (if any).
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10.

11.

IT DISASTER RECOVERY (Pages 9-12)
Report of the Director of Customer Services and Business Transformation

HALF YEAR 2012/13 TREASURY MANAGEMENT ACTIVITY AND
COUNTERPARTY POLICY REVIEW (Pages 13 - 32)

Report of the Corporate Director, Resources

RISK, AUDIT & FRAUD DIVISION ACTIVITY UPDATE REPORT (Q3) (Pages 33
- 56)

Report of the Assistant Chief Executive and Corporate Director, Resources
ANY OTHER URGENT BUSINESS

Which cannot otherwise be dealt with.
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Agenda Item 3
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GOVERNANCE, AUDIT AND RISK
MANAGEMENT COMMITTEE

29 NOVEMBER 2012

Chairman: * Councillor Bill Phillips
Councillors: * Tony Ferrari (1) * Richard Romain
* Amir Moshenson * Victoria Silver
* Varsha Parmar (4) * Ben Wealthy (1)
In attendance: Graham Henson Minutes 205, 206 and 208

(Councillors)
*  Denotes Member present
(1) and (4) Denote category of Reserve Members
200. Attendance by Reserve Members

RESOLVED: To note the attendance at this meeting of the following duly
appointed Reserve Members:-

Ordinary Member Reserve Member
Councillor Sue Anderson Councillor Varsha Parmar
Councillor Mano Dharmarajah Councillor Ben Wealthy
Councillor Chris Mote Councillor Tony Ferrari

201. Declarations of Interest

RESOLVED: To note that there were no declarations of interests made by
Members.

Governance, Audit and Risk Management Committee - 291 ] 2012 -121 -



RESOLVED ITEMS
202. Minutes

RESOLVED: That the minutes of the meeting held on 24 September 2012 be
taken as read and signed as a correct record.

203. Public Questions, Petitions and Deputations

RESOLVED: To note that no petitions were received, questions put or
deputations received.

204. References from Council and other Committees/Panels
RESOLVED: To note that none was received.

205. 2011/12 Annual Governance Statement Action Plan
The Panel received the report of the Assistant Chief Executive which set out
an action plan to address gaps identified in the 2011-12 Annual Governance
Statement. An officer stated that action planning was now more robust as a
result of better engagement with those officers responsible for its
implementation.

Members then explored four particular areas of assurance.

Security Incident Log

The Assistant Chief Executive explained that there was now a ‘security
incident log’ where breaches of security for sensitive information were
recorded. These tended to be as a result of staff mistakes, such as papers
being mailed to incorrect recipients, rather than malicious, high-tech
intervention. Management were loath to respond harshly to such instances,
as they did not wish to deter reporting, and once a breach was identified there
was an opportunity to recover the situation. The log was not currently
monitored at Member level, but he saw no problem in reporting to the
committee in future.

Information Management and Data Compliance

An officer stated that whilst the Council had long standing data protection
procedures, they were not necessarily communicated to staff or reviewed. An
Information Manager had been recruited who would now take responsibility
for such issues. The Chair commented that it did not suggest that there was
no data protection process, but that there was no assurance process to
ensure quality and compliance. The Assistant Chief Executive added that
there were assurance processes, but that they were inconsistent.
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Accounting Arrangements for West London \Waste Authority

A Member sought clarification on progress with the separation of West
London Waste Authority (WLWA) accounts from the Council’s system, and
the creation of a separate bank account, which had been identified as an audit
risk some time ago.

The Corporate Director of Resources outlined the historical background to the
situation and described the arrangement as ‘Harrow effectively operating as
an agency for WLWA’. The arrangement had been managed by a staff
member in a robust manner, with clear year end separation of postings and
figures, but when the tasks had been passed to another individual, confusion
about the nature of the arrangement had caused concern on the part of the
Council’'s auditors.  Officers had investigated the scope for separate
accounting arrangements but the set up of the ‘SAP’ system could not
accommodate this, and it would be costly to re-configure the system.
Furthermore, as WLWA was undergoing a procurement exercise, it was likely
that transactions would reduce from many hundreds to an insignificant
number. A project was underway to assess if it was possible to rectify the
situation without incurring undue cost.

A Member queried the lack of handover between staff working on an
important area of work. Another Member asked if the view of the District
Auditor had been sought and asked to be present at the next meeting with the
Council’s auditors.

IT Disaster Recovery

A Member expressed his dissatisfaction with the continuing failure to address
a significant gap in respect of IT disaster recovery, which he put down to a
lack of commitment, further illustrated by the non-attendance of the Director of
Customer Services and Business Transformation at the meeting. He believed
the committee could not fulfil its obligations in a meaningful way unless
Members had an opportunity to discuss serious issues and influence
outcomes.

The Chair welcomed the Portfolio Holder for Performance, Customer Services
and Corporate Services to the meeting and invited him to comment.

The Portfolio Holder described the issues delaying the full migration of IT
systems to a more stable environment. The Assistant Chief Executive added
that the matter had been complicated by ongoing consideration of whether or
not to retain the data centre in Harrow as a cost saving measure.
RESOLVED: That

(1)  the report be noted.

(2) areport on IT Disaster Recovery be submitted to the next meeting of
the Committee.
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206. Internal Audit Mid-Year Report 2012/13

Members queried why Appendix 4 to the report, provided as a Part Il item,
needed to be confidential, as they considered that it showed the Council in a
positive light, in that the Council was prepared to correct any overpayments.
With the agreement of officers and the Committee, the Chairman directed that
Appendix 4 of the report should be published as a public document.

The Panel received the report of the Assistant Chief Executive which outlined
progress against the 2012-13 Internal Audit Plan, and key issues arising from
work undertaken in respect of this. An officer confirmed that while 100% of
the Internal Audit targets had been met, 2 of the 3 Corporate Audit Indicators
had not. All enquiries had received a response, but not as quickly as the
team had hoped, although they appreciated that this might be a demanding
task for officers in the current economic climate.

Members considered whether Contract Management was an area of concern,
and were advised that although, historically, practice and performance had
varied across departments, more work was being done with procurement to
ensure that a good value and quality contract was set at the outset, and that
contract managers received advice and guidance on good practice prior to
being audited. “Awareness sessions’ were available for budget holders, and
all requisitioners received mandatory training; processes had been tightened
up and the new system enforced compliance. Repeated breaches of the
procedures would incur disciplinary action.

In response to a query about the implementation of recommendations, an
officer explained that outstanding items still assessed as red would be
followed up, but any moving from red to amber would not be, as there were
insufficient resources to pursue all identified risks.

A Member enquired about staffing levels, and asked if the situation had been
remedied, given that he had stated his concerns a year ago and believed that
the audit team was still the smallest across London. An officer said that
recruitment had initially been approved but was now subject to the spending
protocol. The team had explored the possibility of a shared service with other
boroughs, but no opportunities existed at present.

The Corporate Director of Resources explained that as part of a wider review,
in the continuing difficult economic climate, and with the possibility of a
departmental restructure, managers were reviewing the Council’s approach to
risk and balancing this with available resources. While the audit function was
highly valued, it was not the time to embark on a recruitment exercise.

A Member stated his strong disapproval of both the decision not to recruit,
and the fact that the committee had had no knowledge of or involvement in
the decision. He added that if the committee was to serve merely as a rubber
stamping exercise, he would stand down. The Corporate Director of
Resources stated there had been no intention to deceive Members, and she
apologised if anyone believed they had been misled. She added that the
remit of the Committee was to advise Council on governance and risk
management issues, and while the Committee had no power to rule on
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staffing matters, they could make recommendations. She added that as the
Section 151 Officer for the Council, she too had to be satisfied that audit and
governance functions were satisfactory. @ She would welcome better
resourcing, but the unit had performed well for a number of years and was
unlikely to be given priority for staffing when cuts were being made elsewhere.
It was a matter of judgement whether resources were adequate, and in her
opinion they were sufficient to fulfil statutory requirements as, although
resources were tight, they were used effectively.

The Portfolio Holder for Performance, Customer Services and Corporate
Services acknowledged that the team was small in comparison with other
boroughs. Members considered what steps the Committee should take to
address their dissatisfaction with staffing levels and highlight their concerns.

RESOLVED: That
(1)  the report be noted;
(2)  Appendix 4 of the report be published on the Council’s website;

(3) the concern that two vacant posts in Internal Audit, for which
recruitment had been approved, had now been placed under review,
be noted.

207. Health and Safety Half Year Report

The Panel received the report of the Assistant Chief Executive and Corporate
Director of Resources, which provided a summary of the Council’s health and
safety performance for the half year ending 30 September 2012, and
information on outcome measures.

The Divisional Director of Risk, Audit and Fraud, explained that the service
had experienced a challenging year and high staff turnover had delayed
progress on the improvement plan. The team had reviewed policies and
codes of practice, and the health and safety self-audit tool programme would
be complete by December 2012. Of the planned 300 audits, 250 had begun,
and site inspections and on-site training were continuing. The Occupational
Health Service was due to be re-tendered, with a report going to Cabinet in
December.

The Divisional Director of Risk, Audit and Fraud outlined the accident report
statistics, for which there was no apparent or emerging trend. Members
asked if statistics could include percentage figures, as it was difficult to draw
conclusions from the current figures.

Members were informed about ongoing staffing issues, including difficulties
with recruitment and plans to address the situation, and acknowledged the
impact on the service in this interim period.

RESOLVED: That the report be noted.
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208.

-126 -

Risk Audit and Fraud Activity Update

The Committee received the report of the Assistant Chief Executive and the
Corporate Director of Resources which described the current work streams of
the Risk, Audit and Fraud group of services. The Committee agreed to
receive a tabled Part Il document as an appendix to this item, which outlined
proposals for savings within the Risk, Audit and Fraud Service.

The Divisional Director of Risk, Audit and Fraud Services updated the
Committee on activity in Emergency and Business Planning Team, and the
Insurance Service as follows:

o the work of the Emergency Business Planning Team had largely been
taken up with the Olympics and Paralympics during this quarter, and all
planned events and training exercises had concluded successfully.
Following both Games, the team attended various debriefings to
identify good practice and lessons learnt;

. Members were informed that a recent court decision around an issue
relating to the failure of Municipal Mutual Insurance in 1990 had
crystallised potential liabilities of £1.4m; the Council had identified
funds to cover this although officers were of the view that the actuarial
valuation was high;

. An officer reported on activity within the Corporate Fraud Team,
including Housing and Benefit Fraud; Council Tax, Blue Badge, Direct
Payment, Disabled Facility Grant, and Insurance Fraud; and Proceeds
of Crime Cases;

o the Team had secured payments of fines of over £19K which was real
income, and had generated savings/overpayments in excess of £400K
and was on target to meet its objectives in respect of Housing, Benefit
and Council Tax Fraud sanctions;

. no Blue Badge exercise had taken place in quarter 2, as all police
resources had been diverted to Olympics and Paralympics duty;

o some good work was being undertaken in partnership with housing on
tenancy fraud and misuse, with 9 council tenancies expected to be
back in council control within the next few weeks which could be let to
people currently in bed and breakfast.

o work undertaken on insurance fraud had been promising, with £4k
being recovered from the first two cases, but the loss of a dedicated
officer in this area was likely to impact on future results;

o work on recovering funds through the Proceeds of Crime Act was
continuing, but involved a lengthy legal process, and the lack of a
financial investigation officer meant that any funds recovered were
reduced by the cost of procuring an investigation service;
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. the officer updated the committee on plans for a Single Fraud
Investigation Service (SFIS). There was little information as yet on
how this would operate, but a pilot programme was running in
Hillingdon, and officers expected to observe and learn from their
experience;

. Changes to the law in relation to the Regulation of Investigatory
Powers Act (RIPA) meant that activity had to be authorised by a
Justice of the Peace from 01/11/12 onwards, and could now only be
undertaken where the offence attracted a punishment of a term of
imprisonment of 6 months. This change would require a policy and
process change internally for the Council in respect of surveillance,
deployment of human intelligence, and access to communications data
which Legal Services were already working on. The Council was due
to be inspected by the Office of Surveillance Commissioners on
04/12/12.

Members welcomed the successful work of the team and were concerned that
vacancies would impact directly on performance, given the financial and
reputational value of the work. They considered that a business case should
be made to ensure vacancies were filled, as it appeared that the service paid
for itself in terms of funds recovered. The Corporate Director of Resources
commented that financial returns were not guaranteed by the investment in
additional staff, but the Chair was of the view that public reassurance was
also a material consideration in valuing the work of the service.

RESOLVED: That the report be noted.
209. Any Other Urgent Business - Training

A Member raised the issue of training for Committee Members, and
suggested that any training should be tailored to the needs of Harrow Council,
and delivered in Harrow. He described the training provided for Pension Fund
Investment Panel Members, which took the form of an hour’s session before
the scheduled meeting, and which was successful in that the date was
established in Members’ diaries and allowed an opportunity to focus on a
single issue. The Chair commented on the poor response to previous training
initiatives but agreed that training was necessary and invited suggestions for
subjects to cover. A Member stated that a CIPFA self-analysis exercise had
been both enjoyable and informative; officers confirmed that this was still
available and could be offered.

RESOLVED: That officers devise a training programme, to consist of an
hour’s session prior to a full committee meeting.
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210. Exclusion of the Press and Public
RESOLVED: That in accordance with Part | of Schedule 12A to the Local
Government Act 1972, the press and public be excluded from the meeting for
the following item for the reasons set out below:
Ite Title Reason

11. Risk, Audit and Fraud Activity Information under paragraph 1
Update — Appendix C (contains information relating to
(tabled item) any individual).

211. Risk, Audit and Fraud Activity Update - Appendix C

The Committee received the confidential tabled document on the grounds of
urgency.

212. Termination of Meeting

In accordance with the provisions of Committee Procedure Rule 14 (Part 4B
of the Constitution) it was
RESOLVED: At 9.59 pm to continue until 10.30 pm.

(Note: The meeting, having commenced at 7.30 pm, closed at 10.06 pm).

(Signed) COUNCILLOR BILL PHILLIPS
Chairman
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Agenda Item 8
Pages 9to 12

GOVERNANCE, AUDIT AND RISK
MANAGEMENT COMMITTEE

Date of Meeting:

Subject:

Responsible Officer:

Exempt:

Enclosures:

23" January 2012
IT Disaster recovery

Carol Cutler

Director of Customer Services and
Business Transformation

No

None

Section 1 - Summary and Recommendations

This report sets out the current arrangements and position regarding IT

disaster recovery.

Recommendations:

None. This report is for information.
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Section 2 - Report

Background

Disaster Recovery (DR) is the means by which an organisation secures its IT
data enabling it to get up and running in the event that the primary data centre
location and systems are unavailable for whatever reason. DR is part of
Business Continuity preparations, the process by which an organisation
ensures it can continue its business in the event of major disruption.

The foundation of DR (level 1) is to regularly take copies of system data and
to store those copies in a different and secure location. This enables those
systems to be restored onto alternative equipment. The problem with only
having this level of DR is the time it can take to procure, set up and make
available the alternative solution and the ability of the organisation to function
in the meantime. It is likely to take at least a month to regain access to key
systems and it is also likely to be expensive to procure in such an emergency.

The next level (level 2) therefore, is to have access to suitably configured
equipment in an alternative data centre available on demand. Depending on
risk and urgency there are 3 available options:-

1) Hot: an exact copy of the system available immediately with up-to-date
data already loaded. i.e. an exact replica but not the same scale.

2) Warm: usually available within 24-48 hours with configured hardware
but no data. The data would be loaded from the last back up.

3) Cold: space and connectivity available and not for our exclusive use —
this can take up to 2 weeks to procure, configure and make available.

Current situation

The Council has always had level 1 DR and uses Iron Mountain to store
copies securely off site. Capita took over this responsibility in November 2010
and one of the critical PI's is the completion of successful back ups.

Until 2005 the Council had no level 2 DR. As part of the Business
Transformation Partnership project to introduce SAP for the major corporate
systems hot DR was implemented for SAP. Capita provided a second set of
servers in their West Malling data centre with mirroring of data.

Capita have tested that the mirroring is taking place as required and satisfied
themselves that the service can be switched to the backup servers. For the
full annual DR test required by the contract the Council has to provide a
significant number of users to work over a weekend to test that the ‘failover’
has worked correctly. Due to the magnitude of tasks requiring weekend
working by the SAP team this year the full test has not been completed. This
is now scheduled to take place in February. It is only when this is completed
that we can be fully satisfied that the solution works.
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In 2010 when our IT was outsourced to Capita we added other elements of

DR to the requirements. The level of DR required was determined following
liaison with the business, to determine the speed with which they needed to
regain use of their system in the event of a disaster. The contract provides:-

1) DR for telephony — this is at a level equivalent to ‘hot’ and the solution
distributes our telephony resource over 3 sites for added resilience,.

2) Warm DR for Frameworki from contract start (within 48 hours)
3) Warm DR for the internet from contract start
4) Cold DR for all other key systems once transformed (within 2 weeks)
5) Reasonable endeavours for remaining systems

Telephony DR is in place and fully tested including user testing.

Frameworki DR is in place and fully tested including user testing.

The WAN provides multiple access point to the internet so DR is provided and
has been fully tested.

Finalising the remaining DR has been delayed due to slippage in completing
the transformation programme. However, Capita confirm that both space and

connectivity are available and in the event of a disaster we could expect
Capita to get the equipment in place as a matter of urgency.

More recently the Council has been considering an option to keep the primary
data centre in Harrow in return for a budget saving. This proposal is included
in the budget for 2013/4. Implementation of this would mean that the
secondary data centre will be in Capita’s West Malling site rather than
Laindon.

Financial Implications

None specifically related to disaster recovery.

Risk Management Implications

This report is about risk management.

Equalities implications

None.
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Section 3 - Statutory Officer Clearance

Name Julie Alderson [V] Chief Financial Officer

Date: 9 January 2013

Name: Hugh Peart (V] Monitoring Officer

Date: 10 January 2013

Section 4 - Contact Details and Background
Papers

Contact: Carol Cutler extension 6701

Background Papers: None.
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Agenda Item 9

Pages 13 to 32
Governance, Audit : g9es

Management Committee

(GARM)
Date: 23 January 2013
Subject: Half Y.ear 2012/13 Treasury Management
Activity

Responsible Officer: Julie Alderson, Corporate Director of

Resources
Portfolio Holder: Sachin Shah (Portfolio Holder for Finance)
Exempt: No
Enclosures: Appendix 1 - Creditworthiness and

Counterparty Policy
Appendix 2 — Prudential Indicators
Appendix 3 — Review of Counterparty Policy

Section 1 — Summary and Recommendations

This report sets out a half year summary of Treasury Management activities for
2012/13. The report was referred by Cabinet to GARMC for review. An
additional appendix 3 has been added discussing possible revisions to the
counterparty policy.

Recommendation

(@) Review the half year treasury management activity for 2012/13.

(b)  Consider the reasonableness of the proposed changes to the counterparty
policy, as outlined in appendix 3.

Reason

To promote effective financial management and comply with the Local Authorities
(Capital Finance and Accounting) Regulations 2003 requirement to ‘have regard
to’ the CIPFA Prudential Code and Treasury Management Code of Practice.
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Section 2 — Report

Referral to GARM

1.

3.

The paper that follows was discussed by Cabinet on 13" December 2012. In
line with GARMC'’s role to scrutinise treasury management activities, Cabinet
has referred this report to GARMC.

An additional appendix 3 has been added to the Cabinet report discussing a
change in counterparty policy that we propose to include in the strategy for
2013-14. The proposal is to enable the use of enhanced cash funds as an
investment. This has been discussed with the Council’s treasury advisor
(Sector) and who will advise on fund selection.

Otherwise, the report is identical to that presented to Cabinet.

Introduction

4.

The Council approved a Treasury Management Strategy for 2012/13 on 16"
February 2012, which complies with the Chartered Institute of Public Finance
and Accountancy (CIPFA) Code of Practice on Treasury Management
(November 2009) and Prudential Code for Capital Finance.

The revised code recommends that members should be updated on treasury
management activities at least twice a year. This report therefore helps to
ensure that best practice is being followed in accordance with the code.

The overall objective of treasury management is to manage the Council’s cash
flow, borrowing and investments, and to control the associated risks, so as to
maintain security, liquidity, maximise the return on investments and to minimise
interest charges on debt with minimal risk to the Council’s assets.

This report is the half year summary of performance on treasury management

activities to 30 September 2012 and covers:

» the half year forecast outturn position;

» the economy in the first half of 2012/13;

» the Treasury Management activity for the period ended 30 September
2012; and

» compliance with Prudential Indicators.

Forecast outturn Position

8. There is a forecast net surplus of £372,000 on the capital financing and
investment income budget as detailed in the table below:

Latest Forecast Variation

Budget Outturn

£000 £000 £000 %
Cost of Borrowing 8,140 8.225 85| +1.0%
Investment Income -678 -1,135 -457 | -67.4%
Minimum Revenue Provision 12,726 12,726 0 0
Total 20,188 19,816 -372 -1.8%
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9.

The main reasons for the variations are :

» Borrowing cost — gross interest is in line with budget and the variance is
due to a lower recharge to Housing reflecting below expected capital
expenditure. HRA is allocated a share of borrowing costs based on the
depreciated cost of its capital expenditure.

* Investment income - the additional income is due both to higher
investment balances than was anticipated (capital expenditure so far this
year is below forecast) and from the average interest rate (see paragraph
10 below) exceeding the budget of 1.5%; and

* MRP - Is estimated to be in line with budget.

10.The short term cash portfolio of £110 million is managed both to protect its

11.

value and support the overall Council budget by generating a favourable risk
adjusted return. The headwinds faced have increased measurably this year.
Not only are bank base rates at an all time low of 0.5% but to stimulate the
economy the Government has offered funds to the banks at a cost of 0.25%.
In this context, the average interest rate of 2.1% as at October 2012 places
Harrow’s return well into the top 10% of UK Local Authorities. The Council has
recently approved increased flexibility to invest with the part nationalised
banks, making a significant contribution to the income earned this year.

It will not be possible to improve on this performance using traditional bank and
building society deposits and alternative investments are under consideration.
These include investment in high quality bonds and project funding e.g. the
West London waste incineration facility under construction. While extra
returns are appreciated, the security of the Council’s funds remains the priority.

The Economy and Interest Rates

12.The economic update is provided by the Council’s treasury advisor, Sector.

UK & Global economy

13.Economic sentiment, in respect of the prospects for the UK economy to

recover swiftly from recession, suffered a major blow in August when the Bank
of England substantially lowered its expectations for the speed of recovery and
rate of growth over the coming months and materially amended its forecasts for
2012 and 2013. It was noted that the UK economy is heavily influenced by
worldwide economic developments, particularly in the Eurozone, and that on-
going negative sentiment in that area would inevitably permeate into the UK’s
economic performance.

14.With regard to the Eurozone, investor confidence remains weak because

successive “rescue packages” have first raised, and then disappointed, market
expectations. However, the uncertainty created by the continuing Eurozone
debt crisis is having a major effect in undermining business and consumer
confidence not only in Europe and the UK, but also in America and the Far
East/China.

15.In the UK, consumer confidence remains very depressed with unemployment

concerns, indebtedness and a squeeze on real incomes from high inflation and
low pay rises, all taking a toll. Whilst inflation has fallen considerably (CPI @

15



2.7% in October), UK GDP fell by 0.5% in the quarter to 30 June, the third
quarterly fall in succession, before recording a 1% growth in the September
quarter. This means that the UK’s recovery from the initial 2008 recession has
been the worst and slowest of any G7 country apart from ltaly. It is also the
slowest recovery from a recession of any of the five UK recessions since 1930
and total GDP is still 3.5% below its peak in 2008.

16.This weak recovery has caused social security payments to remain elevated
and tax receipts to be depressed. Consequently, the Chancellor's plan to
eliminate the annual public sector borrowing deficit has been pushed back
further into the future. The Monetary Policy Committee has kept Bank Rate at
0.5% throughout the period while quantitative easing was increased by £50bn
to £375bn in July. In addition, in June, the Bank of England and the
Government announced schemes to free up banking funds for business and
consumers.

17.0n a positive note, despite all the bad news on the economic front, the UK'’s
sovereign debt remains one of the first ports of call for surplus cash to be
invested in and gilt yields, prior to the ECB bond buying announcement in early
September, were close to zero for periods out to five years and not that much
higher out to ten years.

Outlook for the second half of 2012-13

18.The risks in economic forecasts continue unabated from the previous treasury
strategy. Concern has been escalating that the Chinese economy is heading
for a hard landing, rather than a gentle slowdown, while America is hamstrung
by political deadlock which prevents a positive approach to countering weak
growth. Urgent action will be required early in 2013 to address the US debt
position. However, on 13 September the Federal Reserve announced an
aggressive stimulus programme for the economy with a third round of
quantitative easing focused on boosting the stubbornly weak growth in job
creation, and this time with no time limit. They also announced that it was
unlikely that there would be any increase in interest rates until at least mid
2015.

19.Eurozone growth will remain weak as austerity programmes in various
countries curtail economic recovery. However, in early September the ECB
announced that it would purchase unlimited amounts of shorter term bonds of
Eurozone countries which have formally agreed the terms for a bailout. This
resulted in a surge in confidence that the Eurozone has at last put in place the
framework for adequate defences to protect the Euro. However, it remains to
be seen whether the politicians in charge of Spain and ltaly will accept such
loss of sovereignty in the light of the verdicts that voters have delivered to the
politicians in other peripheral countries which have accepted such supervision
and austerity programmes. The Eurozone crisis is therefore far from being
resolved as yet. The immediate aftermath of this announcement was a rise in
bond yields in safe haven countries, including the UK. Nevertheless, this could
prove to be as short lived as previous “solutions” to the Eurozone crisis.

20.The Bank of England Quarterly Inflation Report in August pushed back the
timing of the return to trend growth. Nevertheless, concern remains that the
Bank’s forecasts of a weaker and delayed robust recovery may still prove to be
over optimistic given the world headwinds the UK economy faces. Weak
export markets will remain a drag on the economy and consumer expenditure
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will continue to be depressed due to a focus on paying down debt, negative
economic sentiment and job fears. The Coalition Government, meanwhile, is
likely to be hampered in promoting growth by the requirement of maintaining
austerity measures to tackle the budget deficit.

21.The overall balance of risks is, therefore, weighted to the downside:

» We expect low growth in the UK to continue, with Bank Rate unlikely to rise
in the next 24 months, coupled with a possible further extension of
quantitative easing. This will keep investment returns depressed.

» The expected longer run trend for PWLB borrowing rates is for rates to
eventually rise, primarily due to the need for a high volume of gilt issuance
in the UK and the high volume of debt issuance in other major western
countries. However, the current safe haven status of the UK may continue
for some time, tempering any increases in yield.

* This interest rate forecast is based on an assumption that growth starts to
recover in the next three years to a near trend rate (2.5%). However, if the
Eurozone debt crisis worsens as a result of one or more countries having to
leave the Euro, or low growth in the UK continues longer, then the bank
rate is likely to be depressed for even longer than in this forecast.

22.The Council’s Treasury Advisers, Sector, provides the following forecast
of bank base rate and PWLB borrowing rates:

Dec- Mar- Jun- Sep- Dec- Mar- Jun- Sep- Dec- Mar-

12 13 13 13 13 14 14 14 14 15

BANK 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.75 1.00
RATE

3m LIBID 0.60 0.60 0.60 0.60 0.60 0.60 0.70 0.90 110 1.40

6m LIBID 0.85 0.85 0.85 0.85 0.85 1.00 1.10 1.30 1.50 1.80

12m LIBID 1.30 1.30 1.30 1.40 1.50 1.70 1.90 2.10 2.30 2.60

Syr PWLB 1.50 1.50 1.50 1.60 1.70 1.80 1.90 2.00 2.10 2.30

10yr PWLB 2.50 2.50 2.50 2.60 2.70 2.80 2.90 3.00 3.20 3.30

25yr PWLB 3.70 3.70 3.70 3.80 3.80 3.90 4.00 4.10 4.20 4.30

50yr PWLB 3.90 3.90 3.90 4.00 4.00 4.10 4.20 4.30 4.40 4.50

23.Based on the above forecast, interest rate rises are again delayed for longer
than was previously forecast. The first base rate increase is expected to be in
Q4 of 2014 increasing thereafter by 0.25% a quarter. Long term PWLB rates
are projected to steadily increase from the 2™ half of 2013 to reach 4.5% by
Q1 of 2015.
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Treasury Management Activity for the period ending 30 September

2012
24.The Council’s debt and investment position as at 30 September 2012 were as
follows:
31st March| Average | Average |30 Sept 2012| Average |Average Life
2012 Rate Life yrs Rate yrs
£M % Yrs £M % Yrs
Fixed Rate Funding
- PWLB 218.5 4.09 39.1 218.5 4.09 38.7
- Market 131.8 4.65 354 131.8 4.65 34.9
Total Debt 350.3 4.30 37.8 350.3 4.30 37.3
Investments:
- In-House 89.3 1.65 219 days 112.3 1.73 198 days
Total Investments 89.3 1123
Investments
25.The Council manages its investments in-house and invests with the

institutions listed in the Council’s approved lending list. The Council permits
investments for a range of periods from overnight to three years, dependent
on the Council’'s cash flows, its interest rate view and the interest rates on
offer, although the average duration is less than a year.

26.A total of £112.3m (£118.3 million as at Sept 2011) investments were placed
on deposit as at 30 September 2012.

27.The table below sets out the position as at 30 September 2012.

2011/12 2012/13
Sept 2011 March 2012 Sept 2012
£m % £m % £m %
Specified Investments
Banks 81.2| 68.6 0.1 0.1 19.9| 17.7
Building Societies 15.0| 12.7 0.0 0.0
Money Market Funds 4.1 3.5 5.7 6.4 246| 21.9
Non —Specified Investments
Banks 13.0/ 11.0] 63.5 71.1 59.8| 53.3
Building Societies 5.0 42| 20.0 224 8.0 7.1
Total 118.3| 100.0| 89.3| 100.0] 112.3| 100.0

28.A detailed analysis of the investment portfolio as at 31 October 2012 is

shown on appendix 1.

Balances as at the end of October rather than

September (as above) has been used to highlight the impact of the change in
counterparty limits discussed in paragraph 33 below.

29.The credit ratings of the main UK banks were lowered in Q4, 2011. Prior to
that all the counterparties in use as at September 2011 achieved the credit
quality to be classified as the more secure “specified investments” and only
those investments with a maturity of over 12 months were classed as “non

specified”.
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30.Following the changes to credit ratings at the end of 2011, only one bank in
use meets the criteria for specified investments, Svenska Handelsbanken,
with all the others being non specified.

31.Cabinet and Council (February 2012) (supported by GARMC) agreed to lower
the long term and short term threshold for non specified investments. This
enabled continued use of Lloyds, RBS, Barclays and Nationwide as
counterparties. Although Santander continues to meet the same criteria, on
the advice of Sector it has been suspended as a counterparty.

32.With the fall in UK base rates in 2008/09 from 5% to 0.5%, the yield on offer
for short term investments plunged. Although base rates have not changed
subsequently the interest rates being paid on investments have declined
further in the last year as UK monetary policy has been to provide cheap
funding to banks. Interest rates for money market and call accounts have
fallen to as low as 0.4%. For much of 2012, Lloyds and RBS paid significantly
higher rates than the other banks. Combined with the longer maturities
permitted for these two banks, they attracted most new deposits in the year.

33.To take further advantage of the higher rates on offer from these two banks,
an urgent Council decision was approved in October 2012 raising the limit on
deposits with Lloyds and RBS from £30 million each, to 50% of total
investments with each bank. The £30 million limit, in place since February
2012, was already higher than the £20 million for all other banks.

34.Following the revision to deposit limits, a further £25 million was invested with
Lloyds in October and balances on call and money market accounts were
switched to a higher returning RBS deposit account. By the end of November,
only three counterparties will hold funds — Lloyds (including BoS), RBS and
Nationwide. The latter received 2 and 3 year deposits in 2011. A listing of all
new investments since April 2012 is attached (appendix 1).

35.The impact of the changes in credit ratings and counterparty limits has been a
drastic reduction in the number of banks and buildings societies in the portfolio.
At the start of 2008 the portfolio consisted of 18 building societies and one
bank. Only one of these now qualifies as a possible counterparty. Reduced
diversification of the portfolio is a concern and the increased limits for Lloyds
and RBS will be kept under review in discussion with GARMC.

36.The Council remains a cautious investor placing security and liquidity
considerations ahead of income generation. As mentioned above, many banks
and buildings societies in which we safely invested for many years have been
removed from the counterparty list and maximum maturities have been
reduced from 5 years to 3 years (LIloyds and RBS) and 3 months for all other
counterparties. These changes have restricted the opportunity to add value to
the short term investment portfolio. A fresh look at the risks and rewards of
investment opportunities is underway e.g. corporate bonds, reverting to 2008
counterparties and various other opportunities. It is hoped to make proposals
in the next few weeks, which may help partly to address the 2013/14 budget

gap

37.The performance of the investment portfolio is benchmarked on a quarterly
basis by Sector both against their risk adjusted model and the returns from
other local authorities. As at 30 September 2012, the average yield on the
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portfolio of 1.74% exceeded the model return by 0.23%. The average for all
183 local authorities was 1.23%. These figures compares favourably with the
average 3 month Libid rate of 0.67%.

38.Following the additional Lloyds deposit mentioned in paragraph 31 above, the
average yield for Harrow is approximately 2.1%, This would place us around
10™ (out of 183) in terms of income. The income returns across the local
authorities range from circa 0.25% to 2.75%. Those with the lowest rating
avoid banks and invest with Government entities. Those with the highest
returns, such as Harrow, have a high allocation to the part nationalised banks,
a greater proportion in funds in longer maturities and were fortunate enough to
place deposits before recent interest rate declines.

Long Term Borrowing

39.Total long term debt of £350.3m at September 2012 is made up £131.8m
Bank loans and £218.5m PWLB loans. The most recent borrowing (£88.5
million) was used to fund the HRA settlement payment in March 2012. The
current borrowing strategy is to use investment balances to fund capital
expenditure rather than take on new borrowing.

40.The table below analyses the maturity profile of borrowing. Two methods to
record the maturity of lender option borrower option (LOBO) loans are shown.
The lenders of LOBOs are permitted to reset interest rates five years after
advancing the loan (and annually thereafter) such that the loans may have to
be repaid sooner than the permitted life if rates are increased. In total there
are LOBO loans outstanding of £83.8 million. The table shows LOBO’s using
both their final maturity (LHS) and also using the earliest date that the interest
rate can be changed as the final maturity (RHS).

upper lower LOBO final LOBO interest

limit limit maturity reset date
Maturity structure of borrowing
during 2012/13 % % £m % £m %
under 12 months 20 0 0.0 0.0% 33.8 9.6%
12 months and within 24 months 20 0 16.0 4.6% 16.0 4.6%
24 months and within 5 years 30 0 10.0 2.9% 60.0 17.1%
5 years and within 10 years 40 10 27.0 7.7% 27.0 7.7%
10 years and above 90 30| 297.3| 849% | 2135| 60.9%
Total 350.3 | 100.0% 350.3 [ 100.0%

Prudential Indicators

41.Appendix 2 compares the expected outturn for the prudential indicators with
prior year and that approved by February 2012 Council.

42.Capital expenditure is forecast to be £15 million below the current strategy due
mainly to slippage on the schools expansion programme. It is likely that the
expenditure will end the year lower, and receipts higher, impacting favourably
on the prudential indicators.

43.Most of the indicators are in line or slightly better than projected at the start of
the year. The one exception is the impact of the cost of debt and depreciation
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(MRP) linked to new capital borrowing on council taxes and rents (table 5).
The substantial increase for the General Fund is due to lower capital receipts
to date, which is therefore not available to offset the cost of short life assets in
the MRP calculation.

44.These variations are all discussed in more detail in individual budgetary
reports.

FINANCIAL IMPLICATIONS

45.Financial matters are integral to the report.

PERFORMANCE ISSUES

46.The Council meets the requirement of the CIPFA Code of Practice for
Treasury Management and therefore is able to demonstrate best practice for
Treasury Management. The report above demonstrates how value for money
has been achieved by maximising investment income and minimising

borrowing costs, while complying with the Code and Council Policy.

ENVIRONMENTAL IMPACT

47.There is no environmental impact.

RISK MANAGEMENT IMPLICATIONS

48.Under the current economic climate there is a risk that the Council could lose
its deposits due to failure of a counterparty.

Risk included on Directorate risk register? Yes
Separate risk register in place? No

Equalities implications
49.There is no direct equalities impact.
Corporate Priorities

50.This report deals with Treasury Management activity and the Prudential Code
which underpin the delivery of the Council’s corporate priorities.
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Section 3 - Statutory Officer Clearance

Name: Julie Alderson [V] Chief Financial Officer

Date: 10 January 2013

Name: Jessica Farmer N On Behalf of Monitoring
Officer

Date: 11 January 2013

Section 4: Contact details and background papers

Contact: George Bruce (Treasury & Pension Fund Manager) tel: 020-8424-
1170)

Background Papers: Report to February 2012 Cabinet.
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Appendix 1
Counterparty Policy

The counterparty policy for investments is reviewed annually and approved by both
Cabinet and Council, the latest review being in February 2012. The table below
identifies the banks in use at the year-end listed against the appropriate counterparty
criteria as at 31%' October 2012. October’s balances have been used to illustrate the
impact of the revised counterparty policy discussed below.

Investment instruments identified for use in the financial year are listed below under the
‘Specified’ and ‘Non-Specified’ Investments categories.

Counterparty limits are approved by the Section 151 Officer in accordance with the
Council’s Treasury Management Practices.

Specified investments are considered low risk and relate to funds invested for up to one
year. Non-Specified investments sometimes offer the prospect of higher returns but
carry a higher risk and may have a maturity beyond one year. All investments and
borrowing are sterling denominated.

All credit ratings will be monitored in house with the help of Sector who alert the Council
to changes in Fitch ratings through its creditworthiness service.

If a downgrade results in the counterparty no longer meeting the Council’s minimum
criteria, its further use as an investment will be withdrawn immediately.

Specified Investments

All such investments will have maturities up to a maximum of 1 year, meeting the
minimum rating criteria where applicable. The instruments and criteria to be used are set
out in the table below.

Instrument Minimum Max. 31.10.2012
Credit Criteria  maturity Year -end Balances
period Counterparties £'m
Debt Management Agency Deposit Government
Facility backed 12
months N/A 0.0
Term deposits — other LAs Local Authority
issue 12
months N/A 0.0
Term deposits — banks and building AA-Long Term 49 Svenska
societies months  Handelsbanken 10.0
F1+Short-term
2 Support
B Individual
AAA Sovereign
Money Market Funds AAA daily 3 funds 0.0
Total Specified Investments 10.0
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Non Specified Investments

Minimum Max. Year -end 31.10.2012
Credit Criteria  maturity Counterparties £'m
Term deposits — banks and building A Long Term 3 months  Nationwide BS 5.0
societies F1 Short-term
1 Support
B Individual
UK or AAA
Sovereign
UK nationalised Banks [RBS & Lloyds F1 Short-term 36 Lloyds/HBoS 55.0
/ HBOS] 1 Support months RBS 39.0
Callable Deposits F1 Short term 3 months 0.0
A Long Term
1 Support
Total Non Specified Investments 99.0
Total Investments 109.0

The counterparty limits approved by Cabinet in February 2012, were £30 million for each
of Lloyds and RBS and £20 million for all others. The Lloyds and RBS limits were each
increased to 50% of total investments in October 2012. As these banks offer the most
attractive rates, deposits were shifted from Barclays, Svenska, Nationwide and money
market funds to the two part nationalised banks.

New Investments from 15 April 2012

Listed below are the longer term investment transactions made in the year. Daily
liquidity deals are not separately quantified.

Interest
Month Bank Value period rate
Apr-12 Lloyds £3m 12 months 3.00%
May-12 RBS £10m 12 months 2.25%
May-12 RBS £5m 6 months 1.26%
Jun-12  RBS £5m 12 months 2.25%
Jun-12  Lloyds £5m 12 months 3.00%
Jul-12  Nationwide £3m 3 months 0.60%
Aug-12 Lloyds £2m 24 months 3.20%
Sep-12 Lloyds £5m 24 months 3.10%
Oct-12 Lloyds £25m 12 months 2.25%
0.87% dropping to
various  Svenska 35 day notice  0.45%
daily Money market fd daily average 0.45%
daily RBS deposit a/c daily 0.75%
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Prudential Indicators

Capital Expenditure and Funding

Table 1 201112 2012/13 2012/13
actual Approved | Forecast
Out-turn
£'000 £'000 £'000
Capital Expenditure
Non - HRA 29,226 53,192 39,349
HRA - settlement funding 88,461 0
HRA - routine 6,094 9,383 8,333
TOTAL Expenditure 123,781 62,575 47,682
Funding:-
Grants 10,936 17,684 14,500
Capital Receipts 4,895 9,822 3,600
Revenue Financing 528 1,757 5,349
Major Repairs Allowance 0 8,875 2,884
Total Funding 16,359 38,138 26,333
Borrowing to Fund the Capital Programme 18,961 24,437 21,349
Borrowing - HRA settlement 88,461 0
Total new Borrowing 107,422 24,437 21,349

Appendix 2

The above table summarises capital expenditure and sources of funding. Further details are
contained within the Revenue and Capital Monitoring Report. Anticipated General Fund

capital expenditure of £39 million is £14 million lower than that most recent approved budget
mainly due to slippage in the schools expansion programme (£9 million). The final outcome is
likely to be lower expenditure than forecast. Similarly, capital receipts are only those sales
completed to date and the final outcome may be higher. HRA’s capital expenditure of £9

million is entirely funded from revenue sources.

Ratio of Financing Costs to Net Revenue Stream

Table 2 201112 2012/13 201213
Actual Approved | Forecast
Out-turn
£'000 £'000 £'000
Ratio of financing costs to net revenue stream
Non - HRA 11.72% 12.88% 13.05%
HRA 8.61% 52.83% 51.55%

These ratios consider the affordability of capital expenditure by comparing net interest costs
and depreciation with net revenues. A ratio that increases indicates that capital costs take a
larger share of resources.

The General Fund ratio is broadly in line with expectation, with the increase compared with
2011-12 due to a rise in MRP on short life assets.
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Net Borrowing Requirement

Table 3 201112 2012/13 2012/13

Actual | Approved | Forecast
Out-turn

£'000 £'000 £'000

Net borrowing requirement

brought forward 1 April 195,898 297,546 294,681

carried forward 31 March 294,681 311,355 305,317

In year borrowing requirement 98,783 13,809 10,636

The net borrowing requirement looks at the change in debt less investment balances. The
increase of £10.6 million is less than the capital expenditure of £21.3 million (table 1 above)
indicating that cash has been generated by revenue transactions.

Capital Financing Requirement

Table 4 201112 2012/13 2012/13

Actual | Approved | Forecast
Out-turn

£'000 £'000 £'000

Capital Financing Requirement as at 31 March

Non — HRA 253,069 270,318 261,604

HRA 149,614 152,123 149,601

Total 402,683 422,441 411,205

Annual change in CFR

Non — HRA 1,599 12,655 8,535

HRA 94,417 0 -13

Total 96,016 12,655 8,522

The Capital Financing Requirement is the historic outstanding capital expenditure that has not
been allocated to revenue. It is essentially a measure of the Council’s underlying borrowing
need. Any capital expenditure that is not funded from revenue increases the CFR. The value
of finance leases is included. The value is greater than the outstanding borrowing (including
finance leases) of £372 million, indicating the level of cash generated by revenue balances.

The increase in the year represents net new capital expenditure less MRP.

Incremental Impact of capital Investment Decisions

Table 5 2011/12 2012/13 2012/13
actual Approved | Forecast
Out-turn
£'000 £'000 £'000
Incremental impact of capital investment decisions £ p £ p £ p
Increase in council tax (band D) per annum 26.74 19.65 56.53
Increase in average housing rent per week -14.31 21.94 20.66

The incremental ratios identifies the impact of the cost of debt and depreciation (MRP) linked
to new capital borrowing on council taxes and rents. A high or growing ratio would suggest
that council taxes or rents will have to increase to fund the capital expenditure programme.
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The ratio ignores the favourable impact of assets that have become fully depreciated and drop
out of the MRP charge.

The substantial increase for the General Fund is due to lower capital receipts to date, which is
therefore not available to offset the cost of short life assets in the MRP calculation.  The final
outcome is likely to be more favourable due to less expenditure and more receipts than

provided for in the calculation.

Ratio of Net to Gross Borrowing

Table 6 2011/12 2012/13 2012/13

Actual | Approved | Forecast
Out-turn

£'000 £'000 £'000

Net to Gross Debt Limit

Gross borrowing 375,254 375,254 350,261

Net borrowing 294,681 311,355 295,297

Net debt percentage 79% 83% 84%

Minimum ratio 75% 75%

This indicator is designed to highlight borrowing in advance of needs, when large investment
cash balances are carried relative to debt. The ratio is expected to increase (which is deemed
favourable) as cash balances are reduced to fund the capital programme.

Borrowing and Investment Limits

Table 7 201112 2012/13 2012/13

Actual | Approved | Forecast
Out-turn
£'m £'m £'m

Authorised Limit for external debt

Borrowing and finance leases 375 432 372

Operational Boundary for external debt

Borrowing 350 376 350

Other long term liabilities 25 28 22

Total 375 404 372

Upper limit for fixed interest rate exposure

Net principal re fixed rate borrowing 375 376 350

Upper limit for variable rate exposure

Net principal re variable rate borrowing 0 0 0

Upper limit for principal sums invested over 364 days 18 25 23

The approved operational boundary for debt is based on actual debt at the start of the year
plus the net projected capital expenditure in the year. The authorised limit is based on CFR
balances and includes an allowance for delayed capital receipts. Total borrowing is within
both limits during the year. Investments with greater than 12 months to maturity of £23 million
are within the £25 million limit.
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Appendix 3
The Counterparty Policy

Introduction

The counterparty policy considers the entities to which the Council will invest its cash
balances and the maximum balance it will invest with each entity. Historically, funds
have been invested with UK and international banks, UK building societies and money
market funds. Prior to 2008, confidence in the creditworthiness of financial institutions
was high and credit ratings didn’t play quite such a central role in counterparty selection.
For example, Harrow and other LBs were prepared to invest in unrated building
societies.

Since 2008 the challenges faced in investing Council funds has intensified. Financial
institutions have defaulted and credit ratings continue to fall below levels that would in
the past be considered safe. Bank that were once rated AAA are now A- and might soon
be BBB. Part of this is a realisation that historic ratings were overly generous. An added
challenge is the fall in interest rates that requires credit and / or duration risks to be taken
to generate returns in excess of 0.5%.

In response to these developments, Harrow’s counterparty policy has been amended
twice in the last year and the portfolio is very different to how it looked pre 2008. The
amendments have involved recognition that Lloyds and RBS, being part owned by the
UK Government, are in a different, lower, risk category than other banks and merit higher
maximum allocations. We have therefore raised the maximum limit on deposits with
each of these two banks from 20% to 30% and most recently to 50% each of total
deposits. Secondly, the required long term and short term ratings have been lowered by
one or two levels to A (from AA-) and F1 (from F1+). Full use has been made of the
increased limits for Lloyds and RBS as these banks throughout 2012 offered
substantially higher returns on deposits. As a consequence, the portfolio has become
much more concentrated with Lloyds and RBS now representing over 90% of
investments.

Keen to stimulate lending and boost the economy, the Government and the Bank of
England funding have made available low cost funds to banks and building societies.
The impact has been that the rates on offer for one year and longer terms collapsed in
2012 and are now hovering below or just above 1%. In 2011, rates as high as 3% were
briefly available for 1 year deposits.

Enhanced Cash Funds

5.

The potential investment universe is wide and there are many types that Harrow does
not currently utilise. One category that we would like to introduce into the portfolio is
enhanced cash funds (also known as short dated bond funds). These share many of the
characteristics of money market funds, which Harrow already uses:

. Stand alone fund, mainly a Dublin plc, that invests in bank and corporate bonds,
bank deposits and other financial instruments.

. An appointed fund manager determines which investments to hold.

. Investment is through the purchase of units.

. Most have an AAA credit rating.
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10.

11.

The key difference between money market (MM) funds and enhanced cash (EC) funds is
the latter are permitted longer maximum average maturities. A rated MM fund has a
maximum weighted average maturity (WAM) of 60 days, while EC funds typically have
360 days WAMs and many longer. This allows them to generate a higher return from
buying longer dated securities. As a consequence of the longer WAM, there are a
number of consequential differences between MM and EC funds:

. The value of investments in EC funds can vary being based on the underlying value
of the investments. In a MM fund, any change in value is relatively small (unless a
counterparty defaults) and is reflected in the declared income.

. MM funds are dealt daily with cash moving in and out on trade date. With EC funds
the notice and settlement period can be up to 5 days and the funds are not suitable
for intra day liquidity.

. EC funds employ a wider range of instruments and sometimes use derivatives.

EC funds are attractive to Harrow in that they offer a higher return than MM funds and
compared with direct investments in bonds offer high levels of diversity while maintaining
an overall high quality credit exposure.

As mentioned above, most EC funds have a credit rating, usually AAA. There is also a
separate volatility rating that measures the sensitivity of the value of the fund to changes
in interest rates. When market interest rates increase, the impact on the value of longer
term investments is higher than short term investments. Despite the longer WAM, many
have the lowest volatility ratings because they have strict policies on selling investments
when prices change.

The attraction of EC funds is the higher returns. MM funds generally have net returns at
present of between 0.3% and 0.6%, where as an EC fund with a WAM of 360 days is
currently in the range 1% to 2%.

The use of such funds has been discussed with the Council’s treasury advisor who are
supportive provided the exposure is limited to 20-25% of the total deposits and we invest
with higher security / lower volatility funds. Sector has an established service to advise
on fund selection, priced at approximately £5,000. We will avoid funds that use
derivatives as the legality of these for local authorities is unclear. Implementation will
involve both a switch from MM funds and bank fixed term deposits. A maximum of £10
million invested with a single fund is proposed.

A proposed counterparty policy including the use of EC funds is shown below.

Other opportunities

12.

13.

In reviewing the universe of opportunities, we also considered:

. Increasing the maximum maturities for Barclays and Nationwide from 3 months to
12 months.
. Introducing new counterparties e.g. Co-op banks and smaller building societies with

a 12 month maximum maturity.
. Repaying existing debt

Each of these offered immediate gains. However, the first two offered returns either in

line with or lower than EC funds. Repaying debt had a long term significant cost due to
the premiums payable.
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Revised Counterparty Policy

Specified Investments (no changes)

Maximum maturity 12 months

Instrument Minimum Credit Use
Criteria
Debt Management Agency Government backed In-house
Deposit Facility
Term deposits — other LAs Local Authority issue In-house
Term deposits — banks and AA- Long Term In-house
building societies F1+Short-term
2 Support
UK or AAA Sovereign
Money Market Funds AAA In-house

Non-Specified Investments

Minimum Credit Use Max % of Max.
Criteria total maturity
investments | period
Term deposits — A Long Term In-house 50% 3 months
banks and building F1 Short-term
societies 1 Support
UK or AAA Sovereign
UK nationalised Banks F1 Short-term In-house | 50% for each | 36 months
[RBS & Lloyds / 1 Support of the two
HBOS] Groups
Callable Deposits F1 Short term In-house 20% 3 months
A Long Term
1 Support
Enhanced Cash AAA Credit 25% N/A
Funds V1 or V2 volatility Maximum
Minimum fund size £10 million
£500 million per fund

14. Maturities for term deposits with banks and buildings societies that meet the credit quality
threshold for specified investments will also be restricted to three months.
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2.2

2.3
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Section 2 - Report

This report sets out progress made and future work planned in respect of
the Risk, Audit and Fraud group of services, which the GARM Committee
is responsible for monitoring as part of its terms of reference.

The focus of this monitoring is quarter 3 in 2012-13, October to December
2012.

As requested at the GARM Committee meeting on 29" November 2012,
this report also includes an update of progress in respect of information
management risks.

Emergency Planning & Business Continuity Team

In Quarter Three, the Emergency Planning & Business Continuity Team
(hereafter Emergency Planning Team) was busy preparing for the
integration of the emergency planning function, of Public Health into the
local authority. Much of the national guidance and regional arrangements
have yet to be finalised by the Department of Health. Workshops and
training exercises have started to be held by the health authorities to
identify and address the gaps.

In the October, the Emergency Planning Team attended a multi-agency
health exercise in Hounslow. This was a well attended event with around
50 officers from the NHS Commissioning Board, Public Health England
(PHE), PCTs, Local Authorities, Police, Fire, Ambulance, Environment
Agency, MoD, Red Cross and St John Ambulance.

Exercise Brisbane was held in October, our annual ‘Rest Centre’ training
exercise for the council’'s Emergency Response Officers (ERO). Here the
EROs are able to practise their skills in looking after displaced residents
during a major incident, such as an explosion or fire.

Business Continuity (BC) was promoted to local small and medium size
businesses at a ‘Harrow Means Business’ event on the 15" October in the
Members Lounge. This event was organised by the Council with partners
from the local business community, including Harrow In Business, banks,
lawyers, accountants, the tax office and other organisations. This all day
event was well attended with a footfall of around 200.

A new schools SLA for primary schools, secondary schools and
academies was developed, to offer our emergency planning and business
continuity services to schools; ranging from assistance with developing
emergency plans to a full day training exercise.

During November, joint work commenced on scoping a West London

Alliance (WLA) BC Proposal to share 100 workstations during a disaster,
and so reduce our costs in relation to the provision of a remote work site
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2.13

2.14

for key staff, during a business continuity incident. This work is ongoing
with the other West London Boroughs.

On the 15" November, the Council hosted a multi-agency ‘Silver
Command’ training exercise for our EROs and the emergency services.
This event was well attended with nearly 50 officers in attendance from the
Police, Fire, Ambulance, NHS, PHE, government departments and
Council EROs. Here the EROs were able to practise their role as Council
‘Silver Commander’ and Local Authority Liaison Officer (LALO).

Training for Elected Members was provided on the ‘Role of a Councillor
during a Major Incident’ as part of the Member Development Programme
on 20" November 2012, at 7pm. Full details were sent to all councillors by
the Member Development Panel. There was a good attendance level and
excellent feedback was received.

During November and December, the team took part in three ‘Gold
Command’ training sessions held by the London Fire Brigade (LFB), for
the Chief Executive and his Gold Support Team, in his role as duty
London Local Authority Gold (LLAG). The Chief Executive was on duty as
the LLAG during the Christmas Holiday period. The Gold Support Team
was made up of 10 officers from the Emergency Planning Team and
selected EROs.

In December, the team also represented the West London Boroughs at
the London Local Resilience Forum — London Risk Advisory Group
meeting, to review the risks facing London.

Quarter 4 Future planned activities

January 2013

» London Multi-Agency Partnership health briefing

2.15

London Local Resilience Forum — Local Authorities Panel — Olympic Review
London Health Restructure emergency planning update

Business Continuity Plan and Information Governance Toolkit health review
Further examination of the potential for joint working with LB Barnet

LLAG workshop for EROs

Public Health transfer project meetings

February 2013

» Gold training exercise for Senior Managers
» Annual Borough Emergency Control Centre (BECC) training for EROs
» Continuing the review of the BT Smartnumbers service

2.16

March 2013

» Exercise Geelong — annual Cross Council Emergency Duty and LALO training
 Further IT Disaster Recovery discussion with Capita IT Service
* Review the BC plans in the council post restructure
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Health & Safety Service
External Assurance
217 A series of improvements have been introduced in waste and recycling
arrangements following a review and follow up letter from the local HSE
inspector. These include supervisory and monitoring arrangements and a
traffic management review on the Civic Amenity site.

Improvement Plan

2.18 The Corporate Health & Safety Service is continuing to work through the
two year improvement plan. Particular focus has been made on training.

Health and Safety Policy and Guidance
219 Health and safety codes of practice continue to be revised. The following

documents were approved at the December 2012 Corporate Health &
Safety Group meeting.

 HSCOPO02 - Manual Handling

« HSCOPO04 - Control of Substances Hazardous to Health
« HSCOP 41 - New & Expecting Mothers

 HSCOP22 - Hand and Arm Vibration

 HSCOP15 - Portable Electrical Appliance Testing

Health and Safety Groups

2.20 The Directorate & Corporate Health and Safety groups, including the
Health at Work group, have continued to meet in quarter three, with the
exception of the schools forum which meets every term

Health and Safety Visits, Inspections and Audits
2.21 The service has continued to provide health and safety support to the
organisation including on site training & inspections, incident investigation
and completion of the e-self audit tool.

Education Outside the Classroom

2.22 The Service has continued to review educational visits for schools,
including residential, activity based and overseas trips.

Occupational Health

2.23 A procurement exercise has been completed in this period for the
provision of an Occupational Health and Employee Assistance
Programme and the contract has been awarded to a new provider.
Considerable savings have been made in procuring this contract which will
commence on the 1% February 2013.
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Accidents at Work

2.24 The Council continues to scrutinise quarterly, half yearly and annual
accident data for monitoring by the Health and Safety Groups.

2.25 There have been approximately 140 incidents in this period, 12 of which
have required reporting to the Health and Safety Executive under the
RIDDOR regulations. This is broadly consistent with previous years.

2.26 The majority of incidents continue to occur in the Children & Families
Directorate (90), principally in schools. The majority of reportable incidents
(11) relate to non employees, generally pupils, who have sustained an
injury either in the playground or in a P.E. lesson.
Health and Safety Training Data
2.27 The Corporate Health and Safety Service has continued to offer training
across the Council in line with the published training programme. Thirteen
courses have been delivered in this period including fire safety awareness
and control of substances hazardous to health. Work has also
commenced on developing e-learning training courses to ensure the
service delivers the Council’s health and safety training needs.
Management Assurance
2.28 The Directorate and Corporate Health and Safety groups continue to
monitor and enable implementation of the two year improvement plan.
Plans for January 2013 - March 2013
2.29 The key actions for the remainder of 2012/13 include the following:

e Completion of the implementation of the audit tool across the
Council.

» Continued delivery of the two year improvement plan.

» The provision of a new contract for the delivery of the Occupational
Health Service and the Employee Assistance Programme.

* Continued health and safety support and advice within Harrow
Council.

» Delivery of proactive and reactive data to the Health and Safety
Groups and forums to enable effective monitoring.

» Commencing the recruitment of a permanent team in the Corporate
Health and Safety Service.
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Insurance Service

Municipal Mutual Insurance

2.30

2.31

2.32

2.33

2.34

2.35

2.36

Before 1992 Municipal Mutual Insurance (MMI) underwrote approximately
95% of all local government insurance, including the insurance for London
Borough of Harrow. Following significant losses in the early 1990s MMI
ceased to write new business and ‘went into run off on 30 September
1992. In order to ensure a smooth ‘run off’, a contingent Scheme of
Arrangement became effective in January 1994 under which the Company
would continue to pay all creditors in full and be managed by the Directors
unless at any time in the future a solvent run-off cannot be foreseen, at
which point the payment provisions of the Scheme would be triggered and
management of the Company would pass to the Scheme Administrator.

As verbally reported to the last meeting of the Committee, on 13"
November the Scheme of Arrangement was triggered, as the Directors
could no longer foresee a solvent run-off.

As a result the Council, along with all other ex-MMI insured organisations,
will have a liability for a ‘clawback’ of certain claims already paid and only
a reduced percentage of claims outstanding and future claims would be
paid. The Scheme Administrators are legally obliged to report no later than
90 days from the date upon which the Scheme was triggered (i.e by 13
February 2013) to confirm the amount of clawback the Council is obliged
to pay and following this the Council will have no less than four weeks to
make payment, as per the scheme rules.

In anticipation of the scheme being triggered, the Council’s external
insurance actuary was commissioned to (a) provide an estimate of the
council’s liabilities under the clawback arrangements and (b) a more
detailed forecast of total potential future uninsured losses based on the
Council’s historic risks.

The total estimated potential liability is £2m, inclusive of the clawback,
equating roughly to £1m in relation to the clawback and £1m in relation to
future claims no longer payable in full by MMI (or uninsured). £1.1m has
already been provided for in the 2011-12 accounts. There is also an
insurance reserve of £0.5m that is proposed to add to the provision. The
extent to which a further provision is required will be reviewed as part of
the overall insurance provision at the year end.. It should be noted that it
will take many years before the full extent of claims will crystalise and the
provision will be continually reviewed in the light of actual claims made.

The figure of £2m is very low in comparison with the actuary’s similar work
on other authorities. In the actuary’s view this is expected for Harrow due
to its relatively low clawback amount and lack of material asbestos-related
claims to date.

Integration of Public Health services

Joint working with Barnet and the Council’s insurers has commenced to
ensure that any additional risks arising through the Public Health transition
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are adequately insured. Early indications are that any clinical risks can be
covered under the Clinical Negligence Scheme for Trusts (CNST)
administered by the NHS Litigation Authority. Non-clinical risks will be
covered by extension to the Council’s existing insurances with Zurich
Municipal.

Driver Age Restrictions

A project has commenced to explore the viability of removing current age
restrictions for drivers of Council vehicles and to identify the associated
cost and risks to the Council.

Tender of Insurance contracts

Re-tendering of the Insurance London Consortium (ILC) contracts for
Motor, Crime and Terrorism insurance, and the Engineering inspection
contract is underway. Invitations to Tender were issued at the start of
December and so far several expressions of interest have been received
across the various classes of business.

Insurance for Academies
In conjunction with other ILC members a project has commenced that, it is

hoped, will culminate in the creation of a scheme for offering insurance to
Academies.

Main tasks for the next period:

During the final quarter the following work streams will be service
priorities:

* Ensure that the Council’s insurance arrangements are extended, as
required, to cover Public Health duties.

» Evaluation of the ILC tender responses for the external insurance
contracts for Motor, Terrorism and Crime insurance, and the
Engineering Inspection contract.

* Renewal of the Council’s Property and Liability insurance contracts
in line with existing long-term agreements.

* Launch of the LACHSweb online reporting module to internal
departments and schools to facilitate more efficient reporting of
claims.

» Completion of an engineering audit in conjunction with the Council’s

insurers to ensure the accuracy of the Council’s engineering
inspection schedule.
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» Completion of a tree root risk management initiative to identify and

recommend proposals for cross-Council working to reduce the cost

of tree root claims against the Council.

» Conclusion of the project exploring driver age restrictions for the

use of Council motor vehicles and, if appropriate, implementation of
the revised policy.

Internal Audit

2.41 The tables below set out the internal audit work progressed in Q3:-
Reviews finalised:
REPORT ISSUE ASSURANCE RATING/CONTROLS ACTION
DATE OPERATING PLAN
OWNER(
S)

Core Financial 271112 Overall, 79% (11) of the controls were Service

Systems operating effectively, with a further 21% (3) Manager,

Key Control Review partially operating. Although these percentages | Access

Corporate Accounts indicate an amber/green assurance, the report | Harrow/

Receivable has been rated as amber assurance due to the | Service

2011/12 4 high risk recommendations. Each of the 14 | Manager,
key controls is made up of a number of Pensions

Assurance Rating = individual elements that were each tested. &

Amber A total of 6 of the 7 recommendations have Corporat
been agreed for implementation. The e
remaining recommendation has been partially | Accounts
agreed which relates to creating a workflow Payable
route for authorisation of a debtor request. Receivabl

e
Reports issued:
REPORT ISSUE RESPO | ASSURANCE ACTION
DATE NSE RATING/CONTROLS PLAN
DUE OPERATING OWNER(
S)

Transformation 18.12.12 | 11.01.13 | Green report. Overall 80% of the Director

Programme — expected controls were found to of Adult

Engagement & Culture be in place and operating Social

Change Reablement effectively, 8% were substantially | Services

Project Report

Assurance Rating =
Green

operating and 12% were partially
in place.
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Transformation 18.12.12 | 11.01.13 | Red/Amber report. Overall 17% of | Interim
Programme — the expected controls were found | Head of
Engagement and to be in place and operating Procurem
Culture Change effectively, 38% were substantially | ent
Procurement Report operating, 33% were partially in
place with a further 13% not
Assurance Rating = operating.
Red/Amber
Transformation 19.12.12 | 14.01.13 | Green report. Overall 72% of the Head of
Programme — expected controls were found to Service,
Engagement and be in place and operating Access
Culture Change effectively and 28% were Harrow
Customer Contact substantially operating.
Access and Decide
(CCAD) Report
Assurance Rating =
Green
Londfield Primary 6.12.12 | 10.01.13 | Amber/green report. Overall 67% | Headteac
School of the expected controls were her
Governance & Financial found to be in place and operating
Controls review effectively, 12% were substantially
operating and 21% were partially
Assurance Rating = in place. 16 recommendations
Amber/green have been made to address the
weaknesses identified, 2 were
rated as high risk, 9 were rated as
medium risk and 5 were rated as
low risk.
Earlsmead Primary 10.12.12 | 16.01.13 | Amber/green report. Overall 77% | Headteac
School of the expected controls were her
Governance & Financial found to be in place and operating
Controls review effectively, 11% were substantially
operating, 10% were partially in
Assurance Rating = place with a further 2% not
Amber/green operating. Although percentages
indicate a green assurance rating,
the report is rated as
Amber/Green due to one high risk
recommendation.
Stag Lane Junior School | 17.12.12 | 14.01.13 | Amber/Green report. Overall 75% | Headteac
Governance & Financial of the expected controls were her

Controls review

Assurance Rating =
Amber/green

found to be in place and operating
effectively, 13% were substantially
operating, 10% were partially in
place with a further 2% not
operating. Although percentages
indicate a green assurance rating,
the report is rated as
Amber/Green due to two high risk
recommendations.
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Transformation 19.12.12 | 14.01.13 | Green report. Overall 81% of the | Divisional
Programme — expected controls were found to Director
Engagement and be in place and operating Early
Culture change effectively, 13% were substantially | Interventi
Independent Living (For operating and 6% were partially in | on
Young Care Leavers) place. The different nature of a Services/
report lean project means that some of Service
the controls cannot be applied in Manager
Assurance Rating = the same way as for a larger -
Green project. Children’s
&
Commissi
oning
Follow-ups issued:
REPORT DATE OF CONCLUSION
FOLLOW-UP
MEMO
Norbury School CCTV — 5.11.12 It was established that the action
Follow up plan to address all 5
recommendations has been fully
Original assurance rating = Amber/green implemented and evidence has
been obtained to support this.
Re-assessed assurance rating =
Green
Stanburn Junior School — CCTV 5.11.12 It was established that the action
Follow up plan to address all 7
recommendations has been fully
Original assurance rating = Red/amber implemented and evidence has
been obtained to support this.
Re-assessed assurance rating =
Green

2.42

The team have also been working on a number of other school financial

control reviews, a review of personalisation, several reviews at the West
London Waste Authority and a review of the management assurance
process. Progress against the plan has however been impacted by a

team member breaking her wrist and her work being redistributed amongst

the team.

Corporate Anti-Fraud Service

2.43

A comprehensive mid year report for anti-fraud work was provided at the

last meeting and a full year report will be provided to the June meeting,
therefore this is an interim update on work undertaken during quarter 3.

2.44
with the Greenhill

Safer

In December a further blue badge fraud drive took place in conjunction
Neighbourhood Team and the Parking

Enforcement Team and 6 offenders were identified in Greenhill Way. They
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were each issued with Penalty charge Notices and will be subject to
further fraud enquires in the coming weeks.

2.45 6 Housing properties were returned to Council management as a result of
identified tenancy fraud and misuse.

2.46 The service continued to enjoy good media coverage with local press on
successful cases.

Risk Management

2.47 During Quarter 3 work has been on-going to produce the annual
Statement of Risk Appetite of the Council as required by the UK Corporate
Governance Code, which will be incorporated into the 2013/14 risk
management strategy and reported to the Committee early in the new
financial year.

2.48 This is the second time an annual risk appetite statement has been
produced and to give the Committee an insight into the process, three
examples of individual risk appetite statements are attached at the
appendix, which will collectively feed into an overall corporate statement of
risk appetite. The Committee’s comments are welcomed and will be
incorporated as appropriate before the corporate document is submitted to
Cabinet for approval in February.

2.49 Although the exercise is ongoing, early indications are that the Council will
take on a medium level of business risk in 2013/14, with specifically the
ability and the capacity to manage its financial risks being the critical
factor. This is an increase in the risk appetite from the current year as the
financial climate dictates a higher level of taking managed risks.

Information Management
2.50 Progress in Quarter 3 was specifically around the following:
CSB/CLG Health Checks

2.51 The Client Team has completed one-to-one discussions with most CSB
members and many other Directors to discuss the information security
strategy, understand how they personally work with sensitive information
and offer any advice on improving the handling of this data.

Fax Machines

2.52 Faxes were raised as a potential source of data loss through operator error
on sending faxes as well as incoming material being open to view. An audit
identified 41 fax machines (in Civic Centre) of which, in consultation with the
business, we are able to decommission some of these machines. We will
now arrange for the non-essential machines to be disconnected, rerouting
the phone numbers to another fax where necessary or otherwise
decommissioning the lines.
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Confidential Paper Waste

2.53 After recognising that the white bin sacks currently used for confidential
waste are not secure and that confidential waste is also being disposed of in
the general recycling, we have been working with Facilities to select a
supplier who will manage the disposal of all paper waste in a secure
manner. The supplier will manage collection of locked wheelie bins (to be
located on each floor of the civic centre) and the secure shredding of the
paper on Council site premises.

Revised Policies & Procedures

2.54 The Council’'s complex set of information management policies has been
reviewed and consolidated into a single Information Governance and
Security Policy. This policy contains within it the Acceptable Use Policy,
which has been radically rationalised, simplified and clarified so that it
summarises everything that every staff member needs to understand about
our information security.

Secure Document Bags & USB Sticks

255 We have sourced lockable document bags for transporting sensitive
documents. These should be used by anyone who is carrying sensitive
documents such as personal data on social care clients and politically or
corporately sensitive papers unless they have another lockable carrier. We
have also sourced a new supply of encrypted USB memory sticks branded
with the Harrow Logo so that they can easily be distinguished from sticks
that may be given away free at events and shows or personal USB sticks.

Awareness Campaign

2.56 The main cause of data security breaches within the council is a lack of
awareness and understanding of the risks and the policies, procedures and
processes the Council has established to mitigate them. We have been
working with Communications to develop a campaign that will be fronted by
the fictional robot SID (Secure Information & Data). The campaign will help
to develop a good level of information security awareness so that staff can
perform their day-to-day duties and make sensible information security
decisions.

Work Streams for the remainder of 2012/13:
Information Security Campaign

2.57 Through the campaign we will be introducing the new Information
Governance and Security Policy, distributing secure document bags and
USB sticks and encouraging the adoption of a clear-desk policy. There will
be a soft implementation of policies as we encourage staff to highlight
problems in the way they handle their data currently and work with us on
resolving these gaps. Once the risks are well understood and we have taken
measures to address the obvious breaches then we can enforce a harder
line on compliance supported by the compliance software solution. Civic
Centre/Out buildings floor walking to commence at the end of January 2013.
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Information Architecture

2.58 Working with Capita to develop and implement a Corporate Information

Architecture to be used for the Mobile and Flex corporate project.

Information Security On-Line Training module

2.59 The information security module will be re-vamped to reflect Harrow Council

2.60

2.61

2.62

2.63

local procedures and new policies with a view of all staff being requested to
undertake the training again from the 1% April 2013.

Implement Compliance Software

The Client Team has identified a policy compliance solution to simplify,
achieve, and sustain business compliance across the authority. This
solution can also be deployed for staff who are not office-based and do not
use IT on a regular basis as part of their duties. This product would enable
us to track training, publish policies and restrict access accordingly,
providing accurate data on compliance to the organisation and to line
managers. It will provide a vehicle for an ongoing awareness campaign
allowing updates and reminders to be published to users as they connect to
the IT systems.

Nominating Information Asset Owners

CSB has previously endorsed Tom Whiting to be the individual to act as the
‘Senior Information Risk Owner’ who will provide assurances on the controls
and procedures for managing information to the Chief Executive. We now
need to extend that governance to appoint Information Asset Owners (IAO)
to own and be responsible for each Directorate’s information assets and
Information Asset Controllers (IAC) to manage specific assets within their
respective Directorate.

We will be holding workshops to get the IAO and IACs together in each
directorate to understand what these roles are, what the assets of the
Directorate are and what risks and issues they need to be manage.

Physical Security

To eliminate the risk of unauthorised access to buildings and data,
disclosure of personal information, data theft, accidental and environmental
damage etc, ISO best practice guidelines recommend that physical security
perimeters (such as card controlled entry systems and staff identification)
shall be used to protect areas that contain information and information
processing facilities. We have been working with Facilities to agree a
process that would ensure that everyone in the Civic Centre, other than
day visitors, will be issued with a photo-id and also to implement other
physical security controls that will ensure that our buildings are protected at
all times.

Section 3 - Further Information
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None
Section 4 - Financial Implications

The work of the Risk, Audit and Fraud division is carried out within the
budget available and supports the achievement of financial objectives
across the Council. Specific comments on financial implications within
service areas are contained in the main body of the report.

Section 5 - Equalities implications

Each service within the division has undertaken an Equalities Impact
Assessment and no equalities implications have been identified.

Section 6 - Corporate Priorities

Collectively the work of the division contributes to the delivery of all the

corporate priorities through supporting the Council as a whole to achieve its

targets and objectives.

on behalf of the
Name: Steve Tingle Chief Financial Officer

Date: 10 January 2013

Section 7 - Contact Details and Background
Papers

Contact: David Ward, Divisional Director — Risk, Audit & Fraud.
Tel: 020 8424 1781

Background Papers: None.
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STATEMENT OF RISK APPETITE 2013-14

APPENDIX
Environm ent& Enterprise Directorate

Ovamlland 1 the math durhg 2013-14 the Envicrm entand Enterprise diectomate willhave a Cautbus t© O pen apoetie orrisk.

T tem s ofourgenemllbushess stiategy we willseek durhg the cunentpperibd ofausteriy © re-desion the nature ofourpublc service
offerng t© ensure our serwvices are afiordabk, are valie addhg t© Hanow resdents and ako contiue t© improve. W e willhave
rehtel open appetie Prrk h this ara and willle prepared © hivest Dr argeted reward and t© be Inovatie and fexble h
alemtions o sawice delivery m odek provided these can e managed to medim and acceptebe Bvek ofrisk and mahtah serwie
standads.

Howeverh regad t© fnancalriskwe willlbe m ore cautbus 1 rek temm s and willensure gizen the curnent fhancalcln ate ofreduchg
resources) thatalldiectorate spendig & prrized, efftiently depbyed and stays wihh ocuravaibbk cash envelbp wih vale or
moneybeihg curprin aty concem.

T ems of bgaland regubtory risk we willlbe sin vl cautbus 1 the am ountofrsk we are willhg teke on as a btofourwork and
sewies are satutory and Ivole acthg h an enforcement 0k (where we must e resilent) and whith can e susceptbe © a
rehtielyhitgh degree of Egaldhalenge and so we wout wantto e reasonably sure we woul wh arty such chalenge.

Notwihstendhg thi, we willpursue a ehtiel open appetie Drieputation and aedbilty risk as we wealize that the re-deson of our
publt servie offerto resdents, whith & necessary given the cunent fnancialcin ate ofausteriy, and ako desiabk h oderorthose
sewies o conthue to mprove, coull expose the Diectorate to scmithy and ako potental adverse publc criciEm . b such
cicum stences we willm anage ary potentalrsk © repuaton h a proactie, controled and measured way so thatexposure h this
area Bm hin zed.

For further hfom ation on Envionm entand Enterprise diectomate vk appetie t 201314 pkase see the Stategt Rk Profie and is
Rk Appetie hflienchg Factors attached bebw atAppendk A and B respectiely

Camlne Bmice
Decamber2012
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Strategic Risk Profik @s indicated by the shaded areas)
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potentaloreward. accepabk Bvelofreward despie greater nherent
qualty, valie brmoneyetc). | rek).

Stategic Activides confhed © Actiries strongly confned | Oniyprepared to acoept Prepared to ivestortageted | Councilservice deliery
exithg services and o existihg services and essentiland haemental | reward and © be fisxbe modelk underamstant
modekEwihno Varatons ony consdered | servies, and sewviehushess Belvery geared and fexbk to
Geparture friom these Iftheyhave a bw degree ushessBelierymodels | modek provied these are respond wpdly o selE
unkssenforoed. Stiong | ofhherentrisk. Stong Varatins underaken managed © created orem ergent
centalsenor centalsenor provied rek afler medim Acceptebke Bvek of opporunites . Expansion
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Delivery mahtah orprotect, authorty hetl oy senor generally avoided unkss comm ensuate themoull’and chalenge
matherthan to consder managem ent.Only necessary. Decsin Inprovem ents 1 serwvoe cunentworking practoes.
change . Proriy Ortpht | essentilsystems / making authorty generally | delivery andm anagem ent New tedmobges viewed
managem entcontos tedmobgy develbpm ents heBby senbr contioll. System s /tedmobgy | as key enabkers of servie
and oversghtwih o proectaunentservioes. | management. Systems / develbm ents constered to deliery.Hih Evek of
In 1ed devoied tedmobgy devebpments | enablke serwie delivery. devoled authorty task
deciebnmakihg In t=d to inprovements or | Powers fornon-ercal culure — managem ently
authoriy.G eneral protectin of cunrent decEtnmakhngmaybe tmstratherthan tght
avodance ofsystem s / sewres. devoied contiol
edmobgy and
devebpm ents.

Legal& Avod anythihgwhith W antto be very sure we Lin ied tokance or Chalenge willbe problEm atc Chances of bsihg are hth

Regubtory coutibe woubBwi stcking ourneck cut. ut and
chalenged even any chalenge. W antto be reascnably we are kel town tand the consequences serbus. But
unsuccessiy. Py sure we woutl wi aryy gah awh
Sae. chalenge willoutweih the adverse woullbe seen asa great

consequences. coup.

Reputation Mhinaltokmnce or Tokmance Prrik wkhg Tokmnce Prrik akhg Appetie © ke decEtnswih | Appetie to wke deckins

& Credbilty | anyactons@ecsins Iin ied to those events Iin ied to events where potentalo expose the thatare kel olrhg
thatcouBlpossbly ad | where there Eno chance there & Itk chance of CouncilorD Fectomte to scmtiy by M embers,

o Meanber, regubitory, ofany sgniftantMember, | Manber, reguhtory, scrtity and adverse crcEn regubtors, meda ard the
meda orpublc scmitity | regubtory, meda orpublc | meda orpublc criiciEm utanly where aporoprate publc butwhere potental
Adverse criciEm ofthe | cridcim of the Councilor | ofthe Councilorthe steps have been taken to Tenefis cutweph the rigks.
Councilorthe the Diectomate Diectomte shout there m hin e arty exposure.

Diectorate. e a Bilre
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R ¥k Appetie hfluencing Factors

APPETTE FACTORS NFLUENC NG E&E RBK APPETIE N 2013-14
1 201314 we willhave an Open appetie Drstategt risk and willbe hnovatize and fexbke 1 the desgn and
Inpkmentaton ofatematie bushess and serwvie-delierym odek h E&E and willchoose those m odek thatare
mostlkel © esuki successilin proved delivery whik ako atthe sam e tin e providig an acceptabe Bvelof
Stategt retum eg mproved efftency and valie Orm oney) Drthe Council. Key fctors hflienchg ourappetie 1 this area

are firstly thatthe cunentm odeks are no bngerafiordabk by the Councilwihh is cash envelbp and secondlyako
asmodek theyneed to be changed 1 orderthatthey can contiue to inprove services. PRBM B a key exampk h
practe ofourocpen apprach o stategt risk.

Fhancial& VFM

W e areM him alstto Cautbus 1 curattude t© fnancalrsk. The key drivers ofthE attiude are fistly thatE&E
fhances musthbe m anaged wihh the existing cash envelbp 1 ludgetary dscplne tem s partioubrly as the Council
hasa rehtrely bw Evrelofreserves o offetaganstarny overspends) and secondly cur fnances m ustalo
representvalie Hrmoney hhow they are spent. Howeverwe willatthe sam e alo bok atthe benefis ofarty
spendhg as partofourappoach o fnancalrisk and consdercarefilly and proportonately o ourresources how
serwie-qualiy as wellas seribe-costcan be bestoptin zed.

Operationals& Polcy
Delvery

W e have an Open appetie Drserie deliery rik. Key Bctors driving ourappetie are as cutlhed above h regard
o stiateg rek and i porantly both movation and edmobgy w illle key enabkrs of the servie g as h PR BM
above) thatwe willoferto restents and both willlbe supported with dem anstiation ofcamm ensuate inprovem ents
T service delivery so phachg us h the Open category . Level of inovation requied h service re-design and
delivery (ODrexampk h the mtonalzation ofproperty assets and the develbom entofourstateges Hrpbs and
entrepreneura]lopporunites 1 the borough) willako requie rhtielym ore devoiig ofnon-cridcaldecson-
makhg powers o divisinal, servie and fiontihe m anagers them seles and theirteam s mtherthan m anagem ent
ofsuch m anagers va tghtcentialcontiol, whith firtherphcoes us h the Open category.

Legal& Regubtory

W ewilhave a Cautbus appetie Orkgaland regubtory k. W e are a diecomte wih responsbilty Hrdelivering
uniersalsatutory services Guch as h phnnhg, buiihg conto], enviornm entalheath and parking) and are
austodans ofthe rekvantsttutory dutes h regard to those services. Thi requies us © behave wih care and wih
cautin 1 regard o kgaland reguhitory rk and ako o be seen t© be dong this, parttoubrlyyaswe acth an
enforoem entrok whith can e susceptbke t© Egaldhalenge .. To be challenged successiily woull cany soniftant
fhanch], professibnaland reputation costs Drihe Diecomte and alo Drihe wderC ounciland this drves our
cautbus appetie.

Reputation & Cradiiliy

W ewillhave an Open appetie Drreputaton and credbilty risk as we realize thatthe re-deson ofourE&E publc
servie offerig to resdents, whith & necessary gien the cunentfnancialclin ate ofausterity, and ako desiabk h
oderorthose servies to conthue t© mprove, cout] ako expose the D recomte and brthe Councilto scmtiy and
ako potentaladverse publc crtciEm . such cioum stences we willm anage any potentalrek o reputaton ha
proacte, contioled and m easured way so thatany exposure h thi area Bm hin zed.

OVERALL RBK APPETTE
RATNG

CAUTDUS TO OPEN

ModelSource :HM Treasury -Thikhg AlboutR ik -M anaghg YourR Bk Appetie 2006)
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PMO
Durhg 2013-14 we will, th themah have a Cautbus t Open appetie Orrik.

The PMO {vorkihg Hh conjmncton wih councildiectomtes and organzatonalparners who kad on progcts) willbe willng to conster
allpotentalserie delivery optins h progctevaliaton. The PMO willsupportchoosihg those progcts thatare mostlkel to resukhn
successiil and mproved sewvie deliery © our restdents but whith willako provide an acceptebe Evel of mwardtetum o the
Council &g h qualty, valie Hrmoney and customer oaus but ako h the aras of effciences, savihgs, cost inprovem ent and
econan &s of scak). h this regpectwe willbe rehtirel risk-secking .

However the PMO willhave a more cautbus vk appetie, partoubrly h regad o the Bvelof fhancalrisk we willake and h our
atdude to kgaland regubtory risks. T term s of our fnances, we have to delierm ore wih stnifcantly ss resources and therefore
carmotafiord © ke a sgnifrant Bvelof fnancalrik h progctwork. T tem s of bgaland regubtory risk, we willle cautbus aswe
woul want o be sure ofwimhg any kgaldalenge @s previous chalenges have been successiill, atboth a bcal Bveland ata
wider baal authorty Evel) and we willonly Bke thi risk after seeking stong and ckar advice fiom the Councils gal servies
deparment.

Forfirtherdetaik pkase see the PMO Stategi R Bk Profik and is R Bk Appetie hflienchg Factors attached atApoendik A and B
1regpectiely.

Mah Krjpahni
Decamber2012
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PMO Stategt Rik Profie

AVERSE MINIMALIST CAUTIOUS OPEN SEEKING
Avodance ofrik & Prefrence hpropctsand | Prefrence hprogctsand | W illhg to consderallpotental | Eagerto ke tmovatie h

Apyetite uncerahty sa key pogctabgcties Drvery | progctobgcties brsafe | deliery optbns  pogcts profcts and progect
progctaogcte safe service delivery delirary optins thathave | and choose the one that i obgctives and to choose

Risk options thathave a bw a bw degree ofhherent mostlkel to resukin service delivery options

Type degree of nherentrikand | rekandmay onyyhave successiildelivery whik ako offering potenta Ty hther

oniyhave a potentalor Iin i=d potentalor providhg an acoeptabke Bvel | customer
I t=d reward. reward. ofreward (ualty, valie for satsfactontuatty tut
money ec). despie greater nherent
rik).

Stategic Progctdogctes Progcts stongly confned Pro¥cts are prepared © Progcts are prepared to fivest | Service deliverymodelk
confined to existhg o existihg services and acceptessentaland ortageted reward and to e progcts underconstant
servies and bushess Tushess Gelierymodelk hoemeneldhangesonyy | fexbe h aleatons review .0 rganaton hghily
LAelierymodebwihno | Varatinsony constered | h existng servies, and sewiehushess Belvery geared and fexbk to
Geparture friom these Iftheyhave a bw degree ushessBelierymodels | modek provied these are resoond Bpdly o selE
unkssenforoed. Stong | ofhherentrisk. Stong Varatins underaken managed © created orem ergent
centalsentr centalsenor provied rek afler medim Acceptebke Bvek of opporunites . Expansion
managem entaonttol. managem entcontol. m ipatin Emanaged to rek. Stonglutbosercential | actied sought. ‘Eard~

bw EBvel Stong cential sentrmanagem entconttolhh | mover” h baalauthorty
senbrm anagem ent progcts. Jontventures and tem s.Hoh ek of
contol. R Bks, costs and parnershps stilla stong resourchg and riEk teking.
contolofflen opton. Hih Bvek ofstategtc
shared Aoread via Pt auttnamy h diectortes &

Fhancial& Avodance of fnancial Onlyprepared to accept PMO prepared to acoept PMO prepared to Iivestor Prepared to fvestorthe

VEM bss Bakeydogpctreof | the the possbilty ofsame Thcreased sewie quatty n best
poects.Onywilng © posshilty ofvery Iin f&d I ied fmancalbss progcts and thenm hin ze the | possbk quallyfetum h
acceptthe bw cost fhancal progcts. VM stllthe possbilty of fhancialbss by progcts and acoeptthe
opton. Progct Dbss ffessentalh key prin ary concem but managhg the riks o a posshbily of fhancalbss
resources wihdrawn progcts. VM Ethe willhg to ako consterthe | okrbEe BvelVale and @lthough conttokmaybe
from nonessental prn ary concerm. benefis.Resources benefis consterad fiotjist hphce). Progctresources
actvies. generally restrcted to cheapestprie). Progct albcated wihoutfim

core opetnaliamets. resources albcated h odderto | guamantee ofretum —
Juitl on potentalopporinies | hvesmentcapial type
appmach.

Operational Pootectie aporach © Tnovaton avoded 1 Tendency to stk to the Tnovaton & supported Tmnovaton fadicalchange

& Service progctaoictes —ain progctaogcties unkss status quo hprogcts. progctabictes, wih pursued h progct

Delivery tomahtah orprotect, essentBl.DecEtnmakhg | Inovatons generally dem onstaton of obgctizes — desie o break
matherthan to consider authorty hetl by senor avoed unkss comm ensuate the moull’and chaTenge
change. Pronty Oripht | managem ent.Oniy necessary. Decsin Inprovem ents 1 servoe cunentworking practoes
managem entconttoks essenthlsystems / making authorty generally | delivery andm anagem ent progcts.New tedmobges
and oversohtw ih tedmobgy develbpm ents heBby senbr oantioll. System s /tedmoboy | vewed as key enabkers of
I {=d devoied addressed hprogcts managem ent. Sysems / develbm ents constered to servie deliery h progcts.
decsbnmakihg orderto protectcunent tedmobgy devebpments | enabk servie deliery. Hoh Bvek ofdevoied
authorty.General servies. In t=d to nprovementof | Responsbilty Hrnon-erical authory/task culure —
avodance ofsystam s / Qunentsevies. decnsmay be devoied managem entby tustmther
tedmobgy and than tohtcontol
devebom ents

Legal& Avod anythhg h progct | W antto be very sure we Lin ied tokrance or Chalenge willlbe probkm atc Chances of bsig are high

Regubtory obgcties whith coutl woutlwi sticking ourneck outih ut and
e any chalenge asa resuk progctwork.W antto be we are kel town tand the consequences serbus. But
chalenged even ofwork undertaken reasonably surewewoutl | gan awh
unsuccessiilly. Py ProRcts. wh arty chalenge wiloutwegh the adverse woublbe seen asa great
Safe. consequences. coup forthe PMO .

Reputation Mhinaltokrnce Or Tokmnce orrek vkhg Tokmnce orrsk vkhg Appetie o ake decEns h Appetie © ke decksins

& Credboility | anyactons@ecsinsih | Inied o progcts where Iin ied to events where proects wih potentalto hprogcts thatare kel o
progcts thatcoud there s no chance ofary there & itk chance of expose the Irihg scmithy oy M emlbers,
possbl ad o soniftantM ember, Menber, r=gubtory, CouncilorD iectoate to regubtors, meda and the
Menber, mgubtory, regubtory, meda orpublc | meda orpublc criciEn scrtity and adverse crcEn publt butwhere potental
meda orpublc scmtiy | crdcEn of the Councilor | ofthe Councilorthe butonly where aporoprate benefis cutwenh the riks.
Adverse crician ofthe | the Diectorate Diectomte shoud there steps have been taken to
Councilorthe bea bilre m hin e arty exposure.

5

51




| Diecorte.

R ¥k Appetie hfluencihg Factors

APPETTE

FACTORS NFLUENCNG PMO RTK APPETTE N 201314

Stategi

W e have an Open appetie Drstategt risk. The key Bictorhere & the campelihg need Orprogcts o bewide-
1@Enghg, inovatie and tansibm atbnal h stmctures, tedmnobgy and sewice delivery @llofwhith cany hareased
riks © the propct) 11 oderthatwe canm eetthe deep and chalenghg reduction 1 curresources as requied by
the Councils M TFS and whith extends t© 2016/17 .W e have to dom orew ih sgniftantly kss resources overthese
vears. Parnershps and phtventures are key progcts agpectofhow we willacheve this. Forexampk,
establshhg a Canmuniy Budgetaoncspth ourparnershps, this goes beyond genemating savings, effcences
and creatihg econom s of scake, butako requies the imovatie, re-engheerng ofservices @llofwhith willinpact
on restents) and whth willh twm requie amore Open attude t© riEk. Furtherexam pks ofkey progcts whith
need t© have a sin IarOpen appetie Hrriek h orderto be successilhclide PR BM , Fam ites Fistand reviews of
Adults SochlCare.

Fihancil& VFM

W e have a Cautbus appetie orfhancialrik. Thi & dren by the fictthatih progcts our fnances are toht, ofen
reduchg and additonaTly subgcto anmualC anm Estnhg Panelchalenge W e therebre carmotafiord, and do not
have the rek capacty, o ke a stnifrantbEveloffhancalrisk h ourproectwork. Key progcts whth refect ths
attiude t© fhancalriek hclide M obik & Flexbk W orking, TranserofPublc Healh and C i Centre Consoldation.

Operatonals& Service
Delvery

W e have an Open © Seeking appetie Drrsk 1 thi area as cutined 1 the Stategt R Bk Profie m odelabove .Key
Bctors drirng thi appetie hclide the fctors cutthed above h regard o stategt risk whereh 1 ordertom eetour
savigs tagets we m ustdelvermadialchange and re-confguaton how the Counciloperates and delivers
sewies o restents. Successiiilly acheving this, fboth costand qualiy tem s, willtlequie the aking ofa ehtiel
high Eveloflushessprocess vk, and this & reflected h progcts as alove.

Legal& Regubtory

W e have a Cautbus appetie Brlegaland Regubtory risk and firtherto the m odelabove have onlya Iin i=d
tokmnce Prstckihg ourneck cuth progctwork and we woul want o be reasonably sure we woutl wi ary
chalenge .W e alvays acth regard to galm atters orin plcatins only affersecking advice fiom the Councillegal
deparm entand who are ako offen filly hiegated m embers ofpproctieam s them seles and allkey reponts progct
outoom es recomm endhg action are proactively scmthzed by the galdeparm entlebre any decsin B eken.
The Hictors driving this hclide a previbus history of successiilchalenges g baally the FACS case and cnawider
baalauthorty Evelthe Bim hgham case).

Reputation & Credioility

W ebeleve we are h the Open category h regard o thi type ofrisk. This i because the Councilh isprogct
workhgno bngercan contah the am ountofchange and re-engheering ofservies wihoutthis soniftantly
affecting and inpacthg on restents . These changes have the potentalio expose the Councilto pulblc critcin .
Howeverwe alvays actand consulvery cbselywih PHs and the Ieadershp group atthe Councilh respectto ary
reputatbnal ssue ik arshg fiom the work ofprogcts . Key progcts refiectng this rehtiely Open apoetie Or
reputation rk hclide Aduts Cansulatin, Localsation ofC ounciltax Support, Volntary SectorCanm Estnhg.

OVERALL RBK APPETTE
RATNG

Cautbus to Open

ModelSource :HM Treasury -Thinkihg AboutR ik -M anaghg YourR Ek Appetie 2006)
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Corpomrate Services & Fihance Portfolio Holders
Ovarlland 1 the math durhg 201314 we willhave a Cautbus to Open appetie orrik.

W hiktwe have a preftrence rsafe delivery options whith have a bw degree of hherentlbushess risk, we willhoweverdurihg the
aunent perod of chalenge and austerty h publc fhances, be ehtiel open h rEk appetie em s and e willhg t© consderall
poental stategic and serwice delivery options, and choose those thatare m ost kel o resukh successildelvery (hareased Bvel
and quatty ofkey services © ourrestents) whik atthe sam e tin e willprovide an acoeptabke Bvelofretum o the Council particubriy
T tem s of inprovem enth is gperathg costs, h hareased savings, efftencies and econom s of scak). This willlbe requied so the
Councilcan deliveron is expendiure reductin amgets overthe medim tem t© 2017/48.

T regad to fhancalrsk howeverwe willlbe m ore cautbus h risk tem s and willensure gien the aurent fnancalcln ate ofreduchg
resources), that the MTFS & achieved and allC ouncil spendhg & provized, effciently depbyed and stays wihh curavaibbk cash
ervebp . necessary, we willlaie ourrisk appetie h response © the fhancalcln ate fthE & requied and hi wilbe haemental

W e wilhave a more m hinalstappetie or bogaland regubtory risk and will ake strong steps t© ensure the Council & notphoed at
rik ofa successiiil Bgalchalenge as to be chalenged successiiiy woull canry soniftant fnanca], professinaland reputation costs
orthe Council

Sin ibrly, we willhave a more m hin alstappetie orieoutaton risk. The council strongly protects is eputaton wih baalresdents,
parttubrly as thas a hitory of changhg poliical compkxions and so & sensiie o shiffs h publc ophin. Therere tokance or
rektaking h ths area & Inied © those events where there & itk soniftant chance of any maprmember, regubtory, meda or
publc critciEm ofthe Councidl.

T conclison, h ioad overalland aggregate tem s, we willlbe Cautibus t Open h the am ountand type ofrisks we are willng to take
on h pursutofthe Councils dogctizes and whete such risks arie these willbe dentified and m anaged 1 a proactie, m easured and
contoled way'.

Sachh Shah
Graham Henson
Decamber2012
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Strategic Risk Profik as hdicated by the shaded areas)

AVERSE MINIMALIST CAUTIOUS OPEN SEEKING
Appetite Avoilance ofrsk & unceranty a | Prefrence Hrvery service delivery Prefrence Prsak deliery W ilihg t© consBeralpotentaldeliery | Eagerto be fmovatie and to choose
key organtatinalobgctie options thathave a bw degree of options thathave a bw degree options and choose the one that s servie delivery optins offerhg

Risk Therentrik and onlyhave a of hherentrisk andmay only mostlkel to resukh successil potentaly hthercustamer

Type potental Hrlin ted rewad. have Iin f=d potentalor delivery whik ako providhg an satshctonquatly tutdespte greater

reward. acceptabke Bvelofreward qualiy, Therentriek).
valie Drmoney etc).

Stategc Activiies confhed © exting Actiries stongly confhed to existhg | Oniyprepared © acoept Prepared to iivestortamgeted :reward | Councilserice deliverym odel under
services and bushess Geliery sewies and bushess Geliery essentaland haremental and to e fiexble h alemting constantrevew .0 ganzaton hohly
modelk wihno departure fiom modek.Varatins ony constered if | changes h existhg servies, sewiebushessBeliverymodels geared ard fiexbk to respond mpdly to
these unkss enbroed. Stong they have a bw degree of herent and bushess Beliverym odels provided these arem anaged © selfereated orem ergentopporttmies.
centalsenbrm anagem ent rEk. Strong centtalsentr Varatbns underaken provided | medim aAcosptabe Bvelk ofrik. Expansin actiely sought. ‘Eard~
contol. managem entaontol. rek afterm iatin smanaged | Stong butbosercentalsenor mover” h bcalauthorty term s. Hgh

o bw Bvel Stong cental managem entcontol. Johtventures Evek ofresourchg and rik eking . High
sendrm anagem entcontol. and parnershps stilla strong opton. bwek of stategt auttnamy n

REks, costs and contolofflen diectorates & bushess unts.

shared Aoread via DIt

ventures parnershps.

Fhancil& VEM | Avodance of fnanchlbss sakey | Onlyprepared to acceptthe Prepared to acoeptthe Prepared to fivest or ncreased Prepared to fivestorthe best
dogctize.Onywillng t© acoeptthe | possbilty ofvery Iin ied fnancial possbilty ofsan e Iin ied service qualtiy and thenm hin ze the possbe quatiyetum and acceptthe
bw costoptin.Resources Dbss fessenta. VM & the prinary fhancalbss. VM stllthe posshilty of fnancilbss by posshilty of fhancalbss @though
wihdrewn fiom nonessential concem. prn ary concem but managhg the riks o a okebe Bvel. | contobEmaybe hphee).Resources
actvies. willhg to ako consderthe Valie and benefis constdered hiotiist | albcated wihoutfim guamantee of

Tenefis. Resources generafy cheapestprie) . Resources albcated retum - hvestm entcapial type
restricted to core operatonal 1 oderto buitl on potental approach.
tagets. opoorttnies

Operational& Protectie approach to obgcties - | Tmovatins avoded unkss essental. | Tendency to stick to the status Tnovation & supported, wih Tnovation fadialchange pursued —

Senvice Delivery | ain tomahtah orprootect, mther Deciinmakhg authorty het oy quo. Tnovatins generally dem onstiaton ofcanm ensumate desie o break them cull’and chalenge
than t© consterchange . Prorty senbrm anagem ent. Only essental avoded unkss necessary. Inprovem ents 1 service delivery and aunentworkihg practoes .New
ortghtm anagementconttok and | system s /tedmobgy develbpm ents Decieitnmakng authorty managem entcontol. System s / tedmobges viewed as key enablkers of
oversphtw ih In i=d devoied © protectaunent services. generaly he by senor tedmobgy develbom ents consdered servie deliery. Hgh Evelk ofdevoled
decEbnmakhg authorty .G eneral managem ent. Systems / t© enabk servie delvery. Powers ©r | authory/ask arture —m anagem entloy
avodance ofsystam s /technobgy tedmobgy develbpm ents non-cricaldecisinm akngmay e twstatherthan tohtaontol
and devebam ents. I 1=d to inprovem ents or devoled

protectin of cunentservices.

Legal& Avod anythihg whith coutibe W antto ke very sure we woutlwn Lin ied tokance orstoking Chalenge willlbe probEmatc but Chances of bshg are high and

Reguhbtory chalenged even unsuccessiily. ary chalenge. ourneck out.W antto e we are kel owhn tand the gah consequences serbus. Butawn
PhySafk. reasonably sure we would wh wiloutweth the adverse woull be seen as a greatcoup.

arty chalenge consequeEnces.

Reputation M hinaltokrnce Drary Tokmnce orrek vkng In ied © Tokmnce orrek kg Iinied | Appetie to ke decsinswinh Appetie © take decsins thatare Ikely

& Cradbility acttnsfectons thatcoutd those events where there Eno o events where there & lite potentalio expose the © brihg scmitiy by M embers,
possbl Bad oM ember, chance ofany soniftantM ember, chance ofM em ber, r=gubtory, CouncilorD fectorte to regubtors, medi ard the publcbut
regubtory, medi orpublc scmithy | regubitory, meda orpublc crcEn meda orpublc critEm ofthe scmithy and adverse criiciEm butonly | where potentilbenefis cutweth the
Adverse criciEn ofthe Councilor | of the Councilorthe Diectomate Councilorthe Diectorate where approprate steps have been riks.
the D iectomate. shoutl there be a aire taken tom hin e any exposure.
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R Bk Appetite hfuencing Factors

APPETTE

FACTORS NFLUENCNG RBSK APPETTTE N 2013-14

Staegi

W ehave an Open © Seckig appetie and attude o stateg risk.W e keep councilservie delverym odels underconstantreview and willlbe prepared t©
Ivestbriameted reward and to be fexble and imovatie h any atemtions servie bushess eliverym odels provided this can e m anaged to acoeptabe
EBvek ofrik. The key hfliencihg fctorih curappetie & the Councils fnancialposition, and firtherto the M TFS , ourrequiem entto m ake soniftantand
deep rductins 1 curexpenditre through t© 201748 .A firher nflienchg Bictorand HDIbwihg on fiom the fhancalposiin & the need orthe Councilto
e hnovatie 1 is bushess processes and 1o attactand retah inovative pecpk h the organizaton through the Councils stategt pumey. This phoes us
the Open to Seeking category firtherto the m odek above.

Fhancial& VEM

W e are Cautbus 1 regard o fnancialriek. Our fhanchlreserves are nothigh and achieving the M TFS w illlbe dem andhg and Brihi reason we carmot
cany artym ateralorspniftantoverspends or heffcencies and any bsses shout be avoded oreke mustle vary In i2d 1 thedmnature . Deliverng on cur
savihgs g procuram ent) agets and othereffciencies argets (whiktm ahtahig and growhg the quatty ofourservioes via hivesting Priamgeted reward,
eg Inovation) willbe fnancaly dem andhgAphtbrus and as above willextend overthem edim tem thmough t© 2018 . These constemtbns make us
cautbus 1 regard © fancialrek and recognize the Bictthatwe do nothave the vk capacity to teke on high kvek offnanchlrsk.

Operatibnal& Polcy Delivery

W ewillhave an Open o Seckihg appetie Drserwie deliery risk. Inovatin atthe Councilw e suppored with dem onstiation ofcomm ensuate
Inprovem ents h service delivery and we see new technobgies as key enabkrs of service delivery thatw il harease is qualty whiktatthe same tine bwer
ourcpemthg costs whith i required Brus tom eetoursavigs targets . Exam pks ofths appetie 1 practte hclide PREM |, changes o safftem s and
conditons, the restmicturing of corporate fnance, hiterkorough workig on galservices and the re-alokm entprogramm e t CHW .

Legal& Regubtory

Furtherto the m odelabove we have a M iin alstappetie orkgaland regubtory risk. W e take stong steps t© ensure the Council & notphoed atrik ofa
successiiil kgalchalenge. To e chalenged successiilly woull cany sionifcant fnanca], professionaland as albove reputation costs Dr the Diecorate
and ako Drthe widerCounciland thi drzes ourm hiin alstappetie . Forexampk, we have an Equalites Task Force n phee to m iate any rik 11 this
area, subsequent o the Bim hgham case.OurCamphhts Team ako records one ofthe bwest Bvels ofOmlbudsm an comphhts ofarny London bomough.
Additonally, a btofthe Councils work and servies are satutory and offen fvole acthg 1 an enoroem entiok whith can be susosptbe o a ehtiely
high degree of bgaldhalenge and so we woul wantto be sure we woull wi any such chalenge.

Reputation & Credioilisy

Sin ibriywe areM hinalsth ourappetie Drepuaton risk. The councilstongly protects is reputation wih bealrestents, parttubrly as thas a history
ofchangihg politcalcom pkxins and & sensitive to the changhg shiffs ofjpublic opiion and so tokrnce Drrek Bking h this area & In ied o those
events where there & lite stniftantchance ofanym aprM ember, regubtory, m edi orpublc critciam ofthe Councidl.

OVERALL RISK APPETTE
RATING

Cautbus to Open

ModelSource :HM Treasury -Thinkihg AlboutR ik -M anaghg YourR ik Appetie)
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